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1 Abstract      

This document is D2.2 “Domain independent generic security models” of task T2.2 

“Refine and analyse domain independent generic requirements and security goals”. 

D2.2 is one of four main deliverables from work package WP2 “Use cases and re-

quirements”. In addition to the “Legal, social and HCI2 requirements” of D2.1, and 

the detailed description of the use cases on which the new PRISMACLOUD cloud 

security functions will be demonstrated (D2.3 “Use case specification”), and the 

“Risk and threat analysis with security requirements” of D2.5, this document devel-

ops the generic situations in cloud usage, where security and privacy problems 

occur—and where the PRISMACLOUD functions can be applied to mitigate those 

problems. The situations are specifically regarded from a cloud customer or end 

user perspective. 

We start with an assessment on how security and privacy is regarded in current 

cloud services and applications. To this goal, current cloud ontologies and refer-

ence architectures are being analysed, and the privacy policies, the privacy guaran-

tees, and other security options of the major cloud providers investigated in depth 

and compared in a synoptic table. This analysis is followed by an exploration of ma-

jor security benefits and security risks in cloud computing. The analysis of the cur-

rent situation frames the context for the presentation of eight cloud security pat-

terns of situations, which occur over again in public cloud environments—situations 

where the end user security or privacy is challenged and often compromised. The 

eight cloud security patterns describe situations where the application of 

PRISMACLOUD cryptographic primitives can significantly improve the security of 

the end user, or protect his/her privacy better than current solutions. 

The cloud security patterns shall be re-used in the “Security and privacy by de-

sign” task of WP7 “Composition of next-generation secure cloud services” to pro-

vide guidance for the scientists and engineers working on the development and 

implementation of the cryptographic primitives, as well as to communicate the po-

tential and the capabilities of the PRISMACLOUD crypto primitives to end users. 

 

                                                           

2 Human Computer Interaction 
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2 Introduction and scope 

2.1 Introduction 

Cloud computing is the major growth area in information and communication technologies today, 

and with its huge processing capabilities and data storage architectures, and with all the data which 

is amassed, and even created through its use, it is closely related to another major growth area in 

ICT, that of big data aggregation, processing and analysis. With an estimated size of about 150 

billion US-Dollar, the cloud market is highly contested, and large corporations push with enormous 

effort into this market. Today’s biggest players are in fact companies which have enormous finan-

cial power at their disposal and are proficiently experienced in the field of ICT. They generated 

their enormous wealth already in the (virtual) worlds of the Internet and are now hurrying to even 

increase revenue and power in the developing information age by investing huge effort in the field 

of cloud computing. The biggest cloud provider to-date, Amazon.com Inc., started as online book 

store in 1994 and generated (and is still generating) enormous wealth as E-commerce retailer. The 

second and third biggest cloud providers are Microsoft and Google, who made their fortunes in PC 

operating systems and office software, and in search engines and internet advertising business, 

respectively. Besides the mentioned three cloud providers, there are several other providers and 

players in the field with comparable size and market share.  

So there is currently an enormous rush into cloud computing and many of the commercial stake-

holders are hurrying to stake their claims early and quickly gain a substantial market share, and 

thus a competitive edge in this profitable and steeply growing sector. In the history of ICT innova-

tion several comparable situations are known, when companies rushed into a newly developing 

market, while at the same time also shaping the market. In such a hurry, developments often do 

not respect the requirements and needs of the end users—but rather the needs of the companies, 

which want to grow quickly. The price in these situations is often paid by the end-users. Systems 

and services are made available on a large scale before the privacy and data security concerns of 

the customers are fully addressed and resolved. Security breaches with considerable negative im-

pact are frequent, and it is not clear, if the situation is currently improving or worsening. The risk 

is often bestowed upon the cloud users, because current cloud systems seem to value functionality 

more than end-user security. This includes legal risks for end users, with the disadvantage of being 

the initially legally liable party. 

Nevertheless, this situation is already changing, and will likely change more in the nearer future, 

because there are huge market sectors of security aware customers who are currently barred from 

moving into the cloud—be it because they are forced by regulation to guarantee a certain degree 

of security for the data they are operating with (e.g. in the health sector or in electronic govern-

ment), or they are just companies, or even individuals, who highly value the confidentiality of their 

data. The big cloud providers, are not only after the financial revenue—they seek to extend their 

spheres of influence and political power towards the control of these sensitive sectors. Here they 

do not only extract valuable information from the metadata which inevitably occurs in transactions 

and processing in the cloud, but in many cases also want to have access to the sensitive data itself, 
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to add it to the huge data collections they are already having of individuals from their search en-

gines (Google) and smartphone operating system (Google, Apple), their market web sites (Ama-

zon), from their social networks and from other sources on the Internet. 

The European Commission, in its endeavour to strengthen European competitiveness and in its 

struggle to maintain European sovereignty over the data which is being moved to the cloud, has 

developed a proprietary European Cloud Computing Strategy [1], and supports the development 

of secure cloud systems in their Horizon 2020 strategic programme, of which PRISMACLOUD is a 

part of. The Commission recognizes the enormous cost reduction potential for companies of all 

sizes, which can be realised by a move to the cloud. Foremost, it recognizes the strategic im-

portance of a European share and participation in the development and commercialisation of cloud 

computing products and services, and what is more, the strategic importance of maintaining sov-

ereignty by not losing “European data” to opaque conglomerates beyond European data protec-

tion legislation and control.  

Whether European research and development will be able to economically contest with its U.S. 

American competitors however remains questionable: Already now, almost the entire cloud busi-

ness has its headquarters in the United States of America, in the area of Seattle, Washington (Mi-

crosoft-Skype and Amazon) and in California in the San Francisco Bay area, in the Silicon Valley 

(Google-Android-YouTube, Apple-iCloud, Facebook, DropBox and thousands of other companies). 

It is also there, and in huge data centres all across the United States, where the clouds are physi-

cally hosted, and the data is stored and processed3. In the USA we can currently witness how the 

Information and Communication technology sector (ICT) converges with the huge business of ag-

gregating, processing, and commercialising today’s data flood. Huge economic powers have 

emerged, which are reaching for total information control. European industries compete in the 

shadow of the American market giants, like in many other major fields of ICT. Yet, the European 

Commission sees an opportunity to focus on original European strengths of data security and pri-

vacy protection for the benefit of the end-users and customers.  

The PRISMACLOUD project wants to provide advanced tools for implementing privacy and secu-

rity services in the cloud, where the end-users remain in full control of their assets, and where 

user privacy is respected, in the sense that the amount of information and data, which is not es-

sential to the operation of an application or a service, which is leaking or newly created by the 

operation, is minimised. One of the project goals is to build the security and privacy into the sys-

tems from the beginning—by design. Several requirements for such systems have already been 

elicited in other deliverables of the project (D2.1 Legal, social and HCI requirements and D2.3 Use 

                                                           

3 It is now, that cloud providers have started to host their data centers in multiple locations world-wide, including 
Asia, South America, and countries of the European Union (see e.g. Amazon: http://docs.aws.ama-
zon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html). Nevertheless, the headquarters and 
main installations of these businesses is certainly in the U.S.A. and it is at least probable that data, in whichever 
form and state of aggregation, is consolidated with data residing in the U.S.A. With the coming adoption of the 
new European General Data Protection Regulation (GDPR) in early 2016, the situation may again be subject to 
change. 

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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case specification). We will here again elicit requirements: we will, very specifically from an end-

user perspective, try to identify generic patterns of “situations” with relevance for the information 

security and privacy of personal and critical data in cloud systems. We want to describe the security 

and privacy concerns of end-users in recurring standard situations, in order to provide guidance 

and requirements for the design and implementation of the security mechanism itself. 

2.2 Research problems and contributions 

We argue that end-user security and privacy is not sufficiently addressed in current cloud para-

digms and implementations. Current cloud ontologies and reference architectures tend to regard 

technical cloud systems mainly from the functional perspective of a service provider or application 

provider, or from the point of view of a cloud system supplier—thus neglecting important require-

ments of the cloud customer or end user. End user security is often only added in a layered manner 

outside the central function of the cloud system, while the core remains unprotected. There exist 

standards for contractual liability clauses to cope with the risk of data breaches in insufficiently 

protected systems. We will assess the significance of security in current cloud ontologies and ref-

erence architectures. It is most astonishing, that current cloud ontologies seem to omit the long-

known fact in IT-security, that security objectives are usually of a relative nature per stakeholder, 

and that there can be conflicting security objectives in one system (e.g. user privacy versus state 

surveillance etc.). We will search for evidence on how different, potentially conflicting security ob-

jectives are regarded in current ontologies and reference architectures. 

In the same way, as ontologies and reference architectures, through their normative character, 

have an influence on the information systems which are being developed and deployed in the 

cloud, taxonomies of cloud computing applications and services exert an influence by shaping and 

confining categories of cloud systems. We want to verify, if our perception can be substantiated. 

Our perception is that common taxonomies, namely we argue for the ontologies and reference 

architectures, omit a proper security and privacy perspective. From an end user security and pri-

vacy standpoint, we assume that, for example, a classification according to who has sovereignty 

over the data can be relevant.  

To complete the framing of the context, we will list the most relevant security and privacy threats 

which prevail for end users in the cloud. We will not carry out the survey from scratch—that work 

has been done already several times by information security agencies, standardization organisa-

tions and in research projects. There are comprehensive threat and risk catalogues available—but 

we will focus mainly on a risk catalogue provided by the European Union Agency for Network and 

Information Security (ENISA), which is supporting the European Commission in the implementation 

of its European Cloud Computing Strategy.  

The PRISMACLOUD project proposal identifies several challenges in current cloud systems and ser-

vice offerings, which effectively stand against the deployment of sensitive data and applications to 

the cloud. These challenges include information security concerns, like (1) the still not sufficiently 

solved confidentiality of data at rest over its life-cycle in the cloud, (2) the problem of verifiability 

of operations and calculations delegated to the cloud, and (3) the threat of the predominant user 
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privacy disaster in many commercially available cloud services. To address these challenges, a set 

of suitable cryptographic primitives was chosen or proposed by the applicants of the project, and 

three applications in real-world use cases selected for demonstrating the feasibility of the ap-

proach4. Several requirements for the implementation of the use cases were and are currently 

developed in three other deliverables of the project5. We will use the paradigm of design patterns 

to describe and explain the applications and situations for which the cryptographic primitives are 

intended to provide solutions. We will develop the cloud security patterns that are associated with 

the PRISMACLOUD primitives. This will be strictly done from an end-user perspective, so that the 

patterns may reveal additional requirements on both the cryptographic primitives themselves, as 

well as additional requirements on the three demonstrator use cases, even though the scope of 

this deliverable is to design domain independent security models. On the one hand, the patterns 

shall provide guidance for the scientists and engineers working on the development and imple-

mentation of the cryptographic primitives. The patterns shall help explain the particular needs and 

requirements of end-users. On the other hand, the patterns shall explain the potential and capa-

bilities of the PRISMACLOUD primitives to end users and other stakeholders beyond the very spe-

cialized communities who develop and implement the cryptographic primitives. We intend to bring 

our PRISMACLOUD patterns into existing collections of cloud security patterns. 

In the last chapter we will revisit the cloud computing risks and connected threats and will evalu-

ate, which of the earlier identified and listed risks are covered by the PRISMACLOUD primitives to 

what extent, and particularly look for threats which are not covered by the PRISMACLOUD primi-

tives and could lead to further development of project results.  

                                                           

4 This is also reflected in the structure of the consortium: It consists of the research partners associated with the 
cryptographic primitives, furthermore of partners representing the cloud providers and the end-users associated 
to the proposed three use cases, and third, the partners in non-technical orthogonal function (for usability issues, 
legal issues; for standardisation, business deployment, cybercrime research) 
5 End user and HCI (Human Computer Interaction) requirements in D2.1, use case specification in D2.3, generic 
security objectives and best practices in D3.1 
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3 Current ontologies and reference architectures 

Through the economies of scale, cloud providers are in the position to amass huge processing and 

storage capabilities in server farms and data centers for a considerably lesser cost and effort than 

an end customer who sets up a proper ICT infrastructure on its own. This applies to the basic ICT 

infrastructure (e.g. per CPU or server cost), as well as to the operating personnel, and to all the 

organisational maintenance and operation details, like the implementation of a dependable stor-

age architecture (including data backup) and the implementation of a continuous lifecycle from 

procurement to out phasing of equipment.  

3.1 Cloud computing definition and principles 

According to “The NIST definition of Cloud Computing”, [2] 

'Cloud Computing is a model for enabling ubiquitous, convenient, on-demand network ac-

cess to a shared pool of configurable computing resources (e.g., networks, servers, storage, 

applications, and devices) that can be rapidly provisioned and released with minimal man-

agement effort or service provider interaction'.  

Cloud Computing is a specialized distributed computing paradigm, as it differs from traditional dis-

tributed computing approaches in that  

 it is massively scalable,  

 can be encapsulated as an abstract entity that delivers different levels of services to cus-

tomers outside the cloud,  

 it is driven by economies of scale,  

 it offers flexibility; i.e., the services can be dynamically configured (via virtualization or 

other approaches) and delivered on demand, 

 it provides the capability to transfer workload to other engines/data centres, i.e., outsourc-

ing.  

Moreover, the cloud computing paradigm lays its foundation on the following three main aspects 

which are perceived as the real novelties that the cloud landscape is bringing to the world: 

1. The illusion of infinite computing resources available on demand.  

2. The elimination of an up-front commitment: a company can start small and increase cloud 

resources only when there is an increase in their needs 

3. The ability to pay for use of computing resources on a short-term basis (as needed) and 

release them (as needed) – Rewarding conservation by letting machines and   storage go 

when they are no longer useful 

Those three aspects mixed together virtually eliminate the need to plan far ahead for provisioning 

your service, leaving the user the capabilities to have its service purchased to grow or decrease 

with a fast pace, well according to the needs and trends of the actual market landscape.  
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The cloud paradigm lays its foundation on a certain number of technology enablers which can be 

identified in the following: 

Datacenter. The original data center started as a private server room hosted within the organiza-

tion’s facility containing many individual servers running single applications. In the early days of 

data centers, most organizations were responsible for maintaining the servers and software, and 

required a number of personnel resources to manage the servers as well as the facility. A data 

center (sometimes called a server farm) is a centralized repository for the storage, management, 

and dissemination of data and information. Typically, a data center is a facility used to house com-

puter systems and associated components, such as telecommunications and storage systems. In 

the Cloud computing era, the datacenter facilities has evolved from server farms hosting the com-

puting facility dedicated to internal IT infrastructure to massive infrastructure, geographically dis-

tributed facilities exposing cloud service to end-users. Moreover datacenter has shifted from the 

typical three layered architecture to a more flat unified fabric, trying to avoid the bottlenecks re-

lated to the east-to-west (aka server to server) traffic. 

Virtualization. Virtualization is a technique used to build a virtual resource over an underlying 

physical infrastructure. Virtualization typical areas are server virtualization (creation of virtual ma-

chine of a physical server), Storage virtualization (partition of storage appliance), network virtual-

ization (wide range of technologies starting from legacy VLAN, to switch virtualization and VXLAN 

protocols), Desktop virtualization and application virtualization. The key benefits of virtualization 

is the possibility to optimize the usage and the performances of the underlying physical infrastruc-

ture, the inherent capability of segregating the virtual resources (which enable a multi-tenancy 

features) and the possibility to create and remove resources by simple provision/de-provisioning 

management actions. 

High-bandwidth interconnections. Cloud computing lays its foundation on connectivity, hence the 

relevant aspect of interconnection capabilities. Cloud computing end-users are greed bandwidth 

consumer, and have been generating over recent years a massive increase of internet traffic. Cloud 

service providers are closely following recent technology improvements on link speed technology 

for both WAN interconnections and optical data center fabric areas, and adapting their infrastruc-

ture to cope with the growing demands in terms of bandwidth and interconnection capabilities 

Automation. The inherent needs of cloud computing framework has led Cloud service providers 

to evolve their IT infrastructure management, from a rigid structure where the provision and the 

de-provision of resources has to follow strict operational rules, involving people from different 

internal departments (network, hosting, application), to a more elastic framework which leverages 

on automation tools to create resources and make them available as service to the end-user. This 

automation framework is a software layer which is transversal to all data-center layers spanning 

from the provisioning of service and the network activities to database and billing operations. 

In the following chapter we describe more in detail the actual cloud landscape, by tracing its origins 

and its predecessor, up to providing current and most typical cloud service and deployment model 

description. 
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3.2 Historical account 

The original idea of Cloud computing was forecasted back in 1961, by computing pioneer John 

McCarthy who predicted that “computation may someday be organized as a public utility”— and 

went on to speculate how this might occur.  

We can consider the cloud computing as a culmination of numerous attempts at large scale com-

puting with seamless access to virtually limitless resources, being the most relevant utility compu-

ting, grid computing and edge computing. Most of those framework shares a certain number of 

aspects with Cloud computing paradigm, being the cloud unique combination of those feature 

casted over different scenarios. 

Grid computing is a further evolution on the idea of compute clusters by creating a distributed 

virtual supercomputer. Conventional HPC (High Performance Computing) systems are tightly cou-

pled to their other cluster modules through either a high-speed network backbone or switch fabric. 

Grid computing brings together HPC and distributed computing. In a grid computing environment, 

a controller system packages portions of the problem-space workload and distributes the pieces 

to other systems. It is the job of the controller to receive, interpret and package the receipt of 

individual solution pieces. The idea of grid computing is to utilize a shallow footprint on nodes 

across a vast computing environment. A widely known example of the grid computing paradigm is 

the Folding project6used to perform protein folding simulation, an embarrassingly parallel yet com-

putationally intense computation. Distributed grid nodes run a background application that utilizes 

unused CPU and GPU power and accept problem segments in the form of work units from a con-

troller system at Stanford University. Work units are further break-downs of different simulation 

problems such as folding simulations of Alzheimer’s disease or sickle-cell anemia. 

Three criteria have been established to formulate the grid computing model: 

 Loosely-Coupled. Loosely-coupled systems are made of separate, distinct and autono-

mous subsystems that have their own resources. Tightly-coupled systems often share 

system resources such as memory and are connected with a short-distance high-speed 

network topology or bus. 

 Geographically Dispersed. Grid computing nodes communicate through standard net-

working protocols and are able to take advantage of asynchronism. This means that 

nodes do not need to be located in close proximity and do not require a constant syn-

chronized communication mechanism. 

 Heterogeneous. Heterogeneity is easily exploited in grid computer infrastructures. 

Most application designs allow for a variety of operating system and node hardware 

architecture possibilities within the entire grid. 

Utility computing is a service provisioning model in which a service provider makes computing 

resources and infrastructure management available to the customer as needed, and charges them 

                                                           

6https://folding.stanford.edu/ 
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for specific usage rather than a flat rate. Like other types of on-demand computing (such as grid 

computing), the utility model seeks to maximize the efficient use of resources and/or minimize 

associated costs. Utility is the packaging of computing resources, such as computation, storage and 

services, as a metered service. This model has the advantage of a low or no initial cost to acquire 

computer resources; instead, computational resources are essentially rented. 

Edge Computing is pushing the frontier of computing applications, data, and services away from 

centralized nodes to the logical extremes of a network. It enables analytics and knowledge gener-

ation to occur at the source of the data. This approach requires leveraging resources that may not 

be continuously connected to a network such as laptops, smartphones, tablets and sensors. Edge 

Computing covers a wide range of technologies including wireless sensor networks, mobile data 

acquisition, mobile signature analysis, cooperative distributed peer-to-peer ad hoc networking and 

processing also classifiable as Local Cloud/Fog computing and Grid/Mesh Computing, distributed 

data storage and retrieval, autonomic self-healing networks, virtual cloudlets, remote cloud ser-

vices, augmented reality, and more.  

All the frameworks depicted so far, due to their inherent nature of dispersed systems allowing 

remote access to end-users, shows the following security concerns: 

 Utility computing Grid computing Edge computing 

Authentication high high high 

Accounting high medium low 

Data Privacy high medium high 

Data integrity high  high high 

Tenant isolation high  medium medium 

Table 1: Security concerns of computing frameworks 

Regarding the technology enablers used to implement a security framework, only the Grid Com-

puting has developed a proprietary framework called GSI (Grid Security Infrastructure), while the 

utility computing and edge computing leverage on more ‘legacy’ security architectures, which are 

composed of dedicated HW appliances (Firewall, IPS, IDS, Threat management platforms) and 

standard cryptography algorithms (X.509 certificates, digital signatures, symmetric encryption). 

3.3 Cloud computing ontologies and taxonomies 

A common definition of ontology applied to computer science area reports the following: 

https://en.wikipedia.org/wiki/Fog_computing
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“In computer science and information science, an ontology is a formal naming and definition of the 

types, properties, and interrelationships of the entities that really or fundamentally exist for a par-

ticular domain of discourse. It is thus a practical application of philosophical ontology, with a tax-

onomy.” 

In recent years, since the broad adoption and deployment of cloud paradigm, many attempts have 

been tried to provide a comprehensive ontology/taxonomy to provide an overall model for cloud 

services, from both operational and business perspective. 

The main difficulty to provide a stable and comprehensive framework to describe the cloud para-

digm also comes from the fact that the cloud itself has seen a rapid evolution over the years, shift-

ing from a much narrowed focused approach and deployment to a very broad landscape, enriched 

with wide range of services, deployment models and business perspectives.  

In the following paragraph we will present the most important taxonomy models, taking into ac-

count that we can still consider NIST model as the model with largest consensus, while the other 

models reflects a wider approach to the cloud problem even though their adoption still do not 

receive unanimous consensus. 

The U.S. National Institute of Standards and Technology, which is currently one of the leading nor-

mative powers in cloud computing, provided one of the first attempts for the classification of the 

cloud paradigm. It defines four deployment models and four service models for cloud computing 

[2]. "The various cloud deployment models in the NIST cloud definition have implications for the 

locations of consumer-controlled security perimeters and hence for the level of control that con-

sumers can exercise over resources that they entrust to a cloud." [3] NIST categorizes cloud ser-

vices in the following three service models:  

 Software as a Service (SaaS) 

The user can use the applications from the cloud service provider via a thin client such as 

a web browser or a program interface. The underlying cloud infrastructure, network, serv-

ers, operating system, storage or even individual application capabilities are thereby not 

managed by the user. [4] 

As the cloud service provider manages most of the parts, which are necessary for providing 

SaaS, they must also assume more responsibilities. One of the most import responsibilities 

for the service provider is thereby that all the data remains secure. This is completely new 

for some software vendors as the customer was responsible for that when he/she worked 

with an on premise solution. The service provider is further responsible for making their 

software more secure against security threats, that the software works within the security 

infrastructure of the customer and that their service defends itself against internal and 

external threats while operating. 7 

                                                           

7http://cloudstrategies.biz/requirements-for-building-enterprise-saas-applications/ 

https://en.wikipedia.org/wiki/Computer_science
https://en.wikipedia.org/wiki/Information_science
https://en.wikipedia.org/wiki/Entities
https://en.wikipedia.org/wiki/Domain_of_discourse
https://en.wikipedia.org/wiki/Ontology
https://en.wikipedia.org/wiki/Taxonomy_(general)
https://en.wikipedia.org/wiki/Taxonomy_(general)
http://cloudstrategies.biz/requirements-for-building-enterprise-saas-applications/
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 Platform as a Service (PaaS) 

The user can deploy applications. The underlying cloud infrastructure, network, server op-

erating system, storage are thereby not managed by the user but he can at least control 

the deployed applications and the environment where the applications are hosted. [4] 

A PaaS provider is therefore responsible for the operating system, Middleware, Runtime 

and even Database8. 

 Infrastructure as a Service (IaaS) 

 The user can control fundamental computing resources such as storage and some net-

working components (e.g. firewall) including operating systems and applications.  The 

underlying cloud infrastructure is not managed by the user. [4] 

The IaaS provider has the least responsibilities compared with PaaS and SaaS provider. The 

IaaS provider is responsible for managing the physical resources which means that he/she 

is responsible for the network, servers and clustered machines.  

Further service modes are currently being proposed, as e.g. “Network as a Service”, which denotes 

the provision of an efficient virtual network service to tenants who want to deploy custom routing 

and multicast protocols in the efficient network infrastructure of a cloud provider [5].  

Sam Johnston created a taxonomy, which consists of 6 layers. These layers are: 

 Clients This Layer represents computer hardware and/or computer software. 

 Services This layer enables a machine-to-machine interaction over the network. 

 Application This layer enables the user to run the applications he/she needs in the 

cloud and therefore he/she does not need to install and maintain applications on 

his/her local machine. 

 Platform This layer is equivalent to Platform as a Service 

 Storage This layer is equivalent to Data Storage as a Service. 

 Infrastructure This layer is equivalent to Infrastructure as a service9. 

  

The taxonomy of Dave Linthicum consists of 10 layers and they are defined as follows: 

 Storage as a Service The storage is physically located somewhere in a data centre but 

it is logically a local storage for applications. 

 Database as a Service The database is hosted remotely and it can be shared with many 

other users but it functions like it would operate locally. This enables customers to use 

                                                           

8https://www.simple-talk.com/cloud/development/comparing-iaas-and-paas-a-developer%E2%80%99s-perspec-
tive/ 
9http://samj.net/2008/09/17/taxonomy-the-6-layer-cloud-computing-stack/ 

https://www.simple-talk.com/cloud/development/comparing-iaas-and-paas-a-developer%E2%80%99s-perspective/
https://www.simple-talk.com/cloud/development/comparing-iaas-and-paas-a-developer%E2%80%99s-perspective/
http://samj.net/2008/09/17/taxonomy-the-6-layer-cloud-computing-stack/
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database models which would have cost thousands of dollars if they would operate on 

premise. 

 Information as a Service The user can access information that is stored remotely via 

defined interfaces. 

 Process as a Service Provides a remote resource that binds other resources together 

in order to create business processes. An advantage of this service is that it is more 

agile since processes are easier to exchange than applications.  

 Application as a Service This layer is equivalent to software as a service. Any applica-

tion that can be accessed with the browser for example GoogleDocs. 

 Platform as a Service A platform that provides application development, interface de-

velopment, database development, storage and testing for the customers. 

 Integration as a Service Provides a complete integration stack including interfacing 

with applications, semantic mediation, flow control and integration design. 

 Security as a Service Core security services are delivered over the web. 

 Management/governance as a Service The user is able to manage cloud services on-

demand. Services such as resource utilization, virtualization and uptime management, 

are meant. 

 Testing as a service Services which are able to test other cloud applications, websites, 

and internal enterprise systems.10 

Intel identified six primary categories, including the three categories from the NIST categorisation. 

The additional categories are the followings: 

 Service as a Service This category consists of horizontal services which are used as 

components within other cloud services such as PaaS, IaaS and SaaS. A typical example 

of a Service as a Service is Security as a Service.  

 Cloud software Cloud software is software that is used to build and run cloud services. 

 Cloud client The cloud client contains client-centric services, runtimes and runtime op-

timizations. [6] 

Another example of how cloud computing services can be categorized is provided by C.N. Höfer 

and G. Karagiannis in Cloud computing services: taxonomy and comparison. They categorize all 

the service with a tree. The example below shows how the tree would look like for Amazon 

EC2. 

                                                           

10http://davidlinthicum.sys-con.com/node/811519 

http://davidlinthicum.sys-con.com/node/811519
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Figure 1: How Amazon EC2 can be categorized with a tree (cf. [7]) 

Another existing taxonomy is Youseff’s 5-Layer Ontology which is structured as follows: 

 Cloud Application Layer (similar to SaaS): The cloud application layer is the most visible 

layer to the end-users of the cloud. Normally, the users access the services provided by 

this layer through web-portals, and are sometimes required to pay fees to use them) 

 Cloud Software Environment Layer (similar to PaaS): The second layer in our proposed 

cloud ontology is the cloud software environment layer (also dubbed the software plat-

form layer). The users of this layer are cloud applications’ developers, implementing their 

applications for and deploying them on the cloud 

 Cloud Software Infrastructure Layer: The cloud software infrastructure layer provides fun-

damental resources to other higher-level layers, which in turn can be used to construct 

new cloud software environments or cloud applications. Which can be further divided into: 

o Computational Resources (IaaS): Services that belong to computational resources 

are similar to the ones that belong to IaaS as described in the NIST definition. 

o Data Storage as a Service: (DaaS) 
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o The user can store his/her data remotely and is able to access the data from dif-

ferent devices. These data storage systems have to store the data in a way so that 

data consistency, reliability, high availability and so on, is ensured. As some re-

quirements are contradicting, DaaS providers simply decided to concentrate on 

one requirement which is defined in the SLAs. An example of these DaaS-systems 

is Amazon’s S3. 

o Communication as a Service (CaaS): As cloud systems need to provide some possi-

bilities for the customers to communicate the concept of Communication as a Ser-

vicee merged.  This model is the least discussed cloud service but one recent ex-

ample that belongs to CaaS is Microsoft Connceted Service Framework.  

 Software Kernel (This cloud layer provides the basic software management for the physical 

servers that compose the cloud) 

 Hardware and Firmware (The bottom layer of the cloud stack in our proposed ontology is 

the actual physical hardware and switches that form the backbone of the cloud.) 

o Hardware as a Service (HaaS): 

o The users of HaaS are usually big companies that want to rent physical hardware 

in order to sublease it to their consumers. The provider is thereby responsible for 

maintaining the hardware. [8] 

 

 

 

 

 

 

 

 

 

Figure 2: Cloud Ontology as proposed by [8] 

A further extension to the work around cloud ontology definition is provided via the concept of 

XaaS (Everything as a Service) which foresee an even wider range of categories/services which in-

herits all cloud layers seen so far with even a more detailed granularity. The most prominent of 

those new categories can be summarized in the following: 

 IaaS (Infrastructure As A Service) 

 PaaS (Platform As A Service) 
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 SaaS (Software As A Service) 

 CaaS (Communication As A Service) 

 MaaS (Monitoring As A Service) 

3.4 Reference architectures 

NIST [9] has proposed a reference definition of architecture for Cloud computing which, even if it 

comes from survey operated during 2010/2011, still sounds valid nowadays.   

 

Figure 3: Cloud computing reference model [9] 

As depicted above the cloud model adopted by NIST foresee the following five actors/roles 

 Cloud Consumer, A person or organization that maintains a business relationship with, and 

uses service from, Cloud Providers. 

 Cloud Provider, A person, organization, or entity responsible for making a service available 

to interested parties. Cloud Auditor A party that can conduct independent assessment of 

cloud services, information system operations, performance and security of the cloud im-

plementation. 

 Cloud Broker, An entity that manages the use, performance and delivery of cloud services, 

and negotiates relationships between Cloud Providers and Cloud Consumers.  

 Cloud Carrier, An intermediary that provides connectivity and transport of cloud services 

from Cloud Providers to Cloud Consumers. 

 Cloud Auditor, A party that can conduct independent examination of Cloud Service con-

trols with the intent to express an opinion thereon. Audits are performed to verify con-

formance to standards through review of objective evidence. 
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This landscape of actors/roles, joined with the service models (IaaS, SaaS, PaaS) provides a huge 

landscape with wide deployability capability over the following reference deployment scenarios: 

I. Private cloud: The cloud infrastructure is provisioned for exclusive use by a single legal 

organization comprising multiple consumers (e.g., business units). It may be owned, man-

aged, and operated by the organization, a third party, or some combination of them, and 

it may exist on or off premises. Private cloud deployment, w.r.t a public deployment, can 

provide cloud services with enhanced security features as dictated by user requirements, 

higher availability as resources are dedicated only to a certain group of users, and higher 

flexibility due to the fact that services can be tailored as per specific user requirements. 

II. Community cloud: The cloud infrastructure is provisioned for exclusive use by a specific 

community of consumers from organizations that have shared concerns (e.g., mission, se-

curity requirements, policy, and compliance considerations). It may be owned, managed, 

and operated by one or more of the organizations in the community, a third party, or some 

combination of them, and it may exist on or off premises.  

III. Public cloud: The cloud infrastructure is provisioned for open use by the general public. It 

may be owned, managed, and operated by a business, academic, or government organiza-

tion, or some combination of them. It exists on the premises of the cloud provider.  

IV. Hybrid cloud: The cloud infrastructure is a composition of two or more distinct cloud in-

frastructures (private, community, or public) that remain unique entities, but are bound 

together by standardized or proprietary technology that enables data and application port-

ability (e.g., cloud bursting for load balancing between clouds). 

Moreover, the relationships among different cloud operators, considered as different administra-

tive entities, are ruled by the following definitions: 

The Single Cloud Model is the most typical model, followed by big cloud operators (i.e., Google, 

Amazon) who deploy different data centre infrastructures in geographical diversity, with connec-

tivity on Tier-1 and Tier-2 domains. Connectivity among different data centres is provided based 

on economic agreements with ISPs, but no agreements with other cloud operators are established.  

The Federated Cloud model is the model in which smaller cloud operators (with connectivity on 

Tier-2, and Tier-3 domains) join together to form a federation (a sort of super-cloud entity) in order 

to achieve economics improvements in terms of increasing capacity to serve more end-users and 

enlarge the platform of offered services. One major advantage of the federated cloud model is the 

possibility for smaller cloud operators to use resources located in data centres that belong to other 

cloud operators who have joined the federation. From user perspective, the differences between 

the cloud operators joining the federation are transparent. One of the major concerns of this model 

related to the protocols used to establish the federation as well as issues about user identity, se-

curity and privacy. 

The Interconnected cloud model is the last model of interaction among cloud operators. It’s similar 

to the previous model except for the fact that no federation is formed. The Interconnected Cloud 

Model foresees that each cloud operator maintain its administrative role, while also establishes 
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economic agreements with other partners to achieve service mobility, i.e., offload its computing 

and hosting capacity, with the final aim to ensure proper QoE to its own customers. 

3.5 Major cloud service providers 

More and more companies are using cloud services and therefore the cloud infrastructure sales, 

account for over 25% which is almost $6.3 billion in the first quarter of 2015.11A forecast regarding 

the growth of cloud-based platforms states that more than 60% of all companies will have at least 

50% of their infrastructure in a cloud. [10] 

 

Figure 4: Growth of Cloud Providers 

The Computerworld Forecast Study 2015 figured out that cloud computing projects are the most 

important projects in 16% of the IT departments that they surveyed, followed by legacy systems 

modernization/replacement (12%). Further, 42% of the companies said that they will increase their 

spending on cloud computing.12 

                                                           

11 http://cloudtimes.org/2015/07/10/enterprises-migrating-it-infrastructure-investments-to-the-cloud-idc-re-
port/ 
12 http://www.forbes.com/sites/louiscolumbus/2014/11/26/computerworlds-2015-forecast-predicts-security-
cloud-computing-and-analytics-will-lead-it-spending/ 

http://cloudtimes.org/2015/07/10/enterprises-migrating-it-infrastructure-investments-to-the-cloud-idc-report/
http://cloudtimes.org/2015/07/10/enterprises-migrating-it-infrastructure-investments-to-the-cloud-idc-report/
http://www.forbes.com/sites/louiscolumbus/2014/11/26/computerworlds-2015-forecast-predicts-security-cloud-computing-and-analytics-will-lead-it-spending/
http://www.forbes.com/sites/louiscolumbus/2014/11/26/computerworlds-2015-forecast-predicts-security-cloud-computing-and-analytics-will-lead-it-spending/
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Figure 5: Tech Spending Increases 2015 cf(12) 

The leader in this market is by far Amazon followed by Microsoft and all the other cloud service 

providers lie far behind of these two.13In the following paragraphs we will give a short overview of 

the major cloud service providers.  

3.5.1 Amazon Web Services 

In the year 2006 Amazon started with its Simple Storage Service (S3) and the Elastic Compute Cloud 

(EC2). One point which made EC2 so successful was that Amazon did not restrict what developers 

can do and so they can use their virtual machine as their local computer.14This means you can have 

as many virtual servers as you want and you can configure security and networking and manage 

storage as you want.15 Amazon is located at many places all over the world and this means that 

they have a diverse customer base. AWS has over 10 times more cloud IaaS compute capacity than 

the next 14 largest cloud service providers together. This made it possible to attract many technol-

ogy partners which further enable AWS to be very innovative, agile and responsive to the market. 

It expands its offers very quickly and has therefore the biggest spectrum of IaaS features and PaaS-

like capabilities.16 

3.5.2 Microsoft Azure 

Microsoft entered the cloud market in the year 2008 with Microsoft Azure. [11] Microsoft Azure 

consists of Windows Azure, SQL Azure and Azure AppFabric. Windows Azure provides scalable stor-

age space and on-demand computation of cloud applications. SQL Azure provides a database with 

additional capabilities in comparison to a normal SQL Server. Azure AppFabric simply provides a 

set of .NET Services. [12] Microsoft Azure is a PaaS provider and is the most important part of 

                                                           

13http://www.webopedia.com/Blog/cloud-computing-market-leaders-2015.html 
14http://www.wired.com/2012/11/amazon-3/ 
15http://www.enterprisetech.com/2014/11/14/rare-peek-massive-scale-aws/ 
16http://www.gartner.com/technology/reprints.do?id=1-2G45TQU&ct=150519&st=sb 

http://www.webopedia.com/Blog/cloud-computing-market-leaders-2015.html
http://www.wired.com/2012/11/amazon-3/
http://www.enterprisetech.com/2014/11/14/rare-peek-massive-scale-aws/
http://www.gartner.com/technology/reprints.do?id=1-2G45TQU&ct=150519&st=sb
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Microsoft's hybrid cloud (Cloud OS). Cloud OS combines Microsoft Azure, Windows Server, Mi-

crosoft System Center and the public cloud. Furthermore, Microsoft Azure can be accessed from 

every end-user device as it does not rely on the underlying hardware configuration.17 

3.5.3 IBM SmartCloud 

IBMs SmartCloud includes infrastructure as a service, platform as a service and software as a ser-

vice solutions. All these different kinds of services can be offered through a public, private or hybrid 

cloud. These offers are coffered by the following three solutions: SmartCloud Foundation, Smart-

Cloud Services and SmartCloud Solutions [13]. 2007 was the year when IBM started to develop a 

cloud strategy. The goal of their cloud computing strategy was to serve enterprise customers and 

to close the gaps of existing cloud environments. IBM teamed up with Google, in the same year in 

order to distribute information about cloud computing at universities. Four years later the IBM 

cloud solution named SmartCloud began to grow in a steady manner. In the same year IBM an-

nounced that already 400 companies use their cloud solution.18 

3.5.4 Google Cloud Platform 

Google released their Google App Engine (GAE) in the year 2008.19Google App Engine is a Platform 

as a Service solution and enables the user to develop applications. All applications are sandboxed 

and can therefore run in a safe environment.20 A real competitor to Amazons S3 cloud storage is 

the Google Cloud Storage as Google also offers their customers to store their data on Google’s 

infrastructure. 21 After the release of Google Cloud Storage, Google introduced the Google Cloud 

Platform which consists of many different cloud services. These services are thereby split up in 

these four categories: Compute, Storage, Big Data, Services and all cloud services are assigned to 

the categories as shown in figure 4-2.22 For deploying large scale software it is important to con-

sider that a manual configuration will result in a maintenance challenge. For customers, who use 

Google App Engine that is already managed by GAE but for the others, developed Google, the 

Google Cloud Deployment Manager which makes designing, sharing, deploying and managing com-

plex cloud solutions easier.23 

                                                           

17http://marketrealist.com/2014/08/microsoft-appears-path-future-success/ 
18http://cloud-computing-in-the-cloud.com/ibm-cloud-computing-wikipedia-article/59 
19http://googleappengine.blogspot.nl/2008/04/introducing-google-app-engine-our-new.html 
20https://cloud.google.com/appengine/docs/python/modules/ 
21https://cloud.google.com/storage/docs/overview 
22https://cloud.google.com/ 
23http://googlecloudplatform.blogspot.nl/2014/03/bringing-together-best-of-paas-and-iaas.html 

http://marketrealist.com/2014/08/microsoft-appears-path-future-success/
http://cloud-computing-in-the-cloud.com/ibm-cloud-computing-wikipedia-article/59
http://googleappengine.blogspot.nl/2008/04/introducing-google-app-engine-our-new.html
https://cloud.google.com/appengine/docs/python/modules/
https://cloud.google.com/storage/docs/overview
https://cloud.google.com/
http://googlecloudplatform.blogspot.nl/2014/03/bringing-together-best-of-paas-and-iaas.html
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Figure 6: Taxonomy of Google Cloud Platform cf.(19) 

3.5.5 Interoute Virtual Data Center VDC 

Interoute is the owner-operator of one of Europe's largest networks and a global cloud service 

platform which encompasses 14 data centres and 31 colocation centres, with connections to 195 

additional third-party data centres across Europe. Its full-service unified ICT platform serves inter-

national enterprises and many of the world’s leading service providers, as well as governments and 

universities. 

The Interoute pan-European infrastructure is designed for the delivery of enterprise IaaS and vir-

tualized services and is directly interconnected through a network owned by Interoute.  

State-of art IRT product is VDC2.0, a multi-tenant Infrastructure as a Service (IaaS) platform for on-

demand computing and cloud hosting with integrated applications that enables either private or 

public cloud computing, offering public simplicity with private cloud security.  

Customers build their own virtual data centre through a VDC Control Centre graphical interface: 

they can provision virtualized servers, storage volumes and network segments within a specific 

zone (i.e., an Interoute site, as London, Amsterdam, Paris, Madrid, Geneva, Munich, Stockholm, 

and Berlin). Into a VDC, customers can deploy as many Virtual Machines and appliances (e.g. fire-

walls, IDS/IPS, IP PBXs) as they desire, grouped into individual and separated network domains (i.e. 

Layer2 LANs).  
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The VDC service is built by the following main logical components: 
 

 Cloud orchestration: provides the composition of system components to support the 

arrangement, coordination, and management of infrastructure resources (computa-

tion, storage and network) in order to provide cloud services to the customers. 

 Compute: provides CPU and memory resources to be virtualized for multi-tenancy pur-

poses through the use of hypervisors. 

 Storage: provides shared disk resources for hosting customers’ virtual appliances as 

well as dedicated storage for the appliances themselves. 

 Networking: provides pre-provisioned high performance, multi-tenanted network con-

nectivity between all the VDC components, up to the customer LANs (internal and ex-

ternal) and the Internet. 

To satisfy customers’ information security demands, VDC service is built to assure confidentiality 

and integrity of valuable private data. Confidentiality and integrity are addressed at the network 

layer by isolating and separating network traffic, maintaining it only within the scope of the owning 

customer organisation. VDC service is fully integrated with Interoute MPLS/IP network.  

3.6 Cloud service providers’ security options 

In the following, we present the result of an investigation of some cloud services, regarding security 

and privacy concerns. These cloud service providers have been chosen as they are partially the 

major cloud service providers and additionally some smaller providers in order to have IaaS, PaaS 

and SaaS providers in the table. The categorization of the cloud services was thereby obtained from 

the website: http://cloudtaxonomy.opencrowd.com/. The reason, why this table was added, is to 

get a good overview about the current status of security and privacy guarantees that cloud service 

provider offer. 

http://cloudtaxonomy.opencrowd.com/
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 Privacy  
policy 

Privacy guarantees To whom belongs the data Which rights are granted to 
whom 

Amazon S3 Applies to the customer’s ac-
count information* but not to 
the content that customers store 
there.  

Amazon does not disclose, move, 
access or use customer content 
except as provided in the cus-
tomer’s agreement with AWS.24 

The customer can specify the AWS 
regions in which he/she wants to 
store his/her content. Amazon will 
not move the data without notify-
ing the customer, except it is nec-
essary to comply with the law.  

The customer is responsible 
for all activities that are 
made with his/her account 
and Amazon has no rights to 
access the content that cus-
tomers store there, except 
the customer agrees to it.25 

Rackspace Mosso 
Cloud [14] 

Applies to personal information 
and other information from or 
about visitors of the website, 
customers using Rackspace ser-
vices, users of any mobile-device 
applications, service providers, 
business partners, job applicants 
and other third parties that in-
teract with Rackspace. 

Personal information gathered by 
Rackspace will only be used inter-
nally and not revealed to anybody 
outside, except the customer 
agrees to this disclosure. If Rack-
space needs to reveal customer 
information to a third party, they 
only do it in a reasonable extent or 
as permitted by law. 

Rackspace collects information, 
they receive from other sources 
(social media platforms), infor-
mation that customers give them 
and they collect information of 
their customers and their custom-
ers devices automated. 

The customers have the 
right to access, correct and 
request the deletion of their 
own personal information in 
accordance with the law. 
The customers can also op-
pose some data processing 
practices or revoke consent 
previously granted.  

webMethods 
AgileApps Cloud 
(formerly 
AgileApps Live)26 

Applies to personal information, 
services information, end user 
information and registration in-
formation. 

Services and End User Information 
are used to provide cloud services, 
to ensure a satisfying perfor-
mance, to maintain, fix and up-
grade the system.  Furthermore 
the information is used to better 

 They may access infor-
mation only for providing 
services, for preventing or 
addressing technical prob-
lems, for customer support 
reasons or because it is re-
quired by law. 

                                                           

24https://aws.amazon.com/privacy/?nc1=h_ls 
25https://aws.amazon.com/agreement/ 
26http://www.softwareag.com/corporate/privacy_agileapps.asp 

* Name, username, phone number,e-mail address, billing data in connection with the AWS- account of a customer  
 

https://aws.amazon.com/privacy/?nc1=h_ls
https://aws.amazon.com/agreement/
http://www.softwareag.com/corporate/privacy_agileapps.asp
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serve the customer and also if it is 
required by law. 

 

Ping Identity 27 Applies to all people who pro-
vide personal information (cus-
tomer, job applicant, etc.), all lo-
cations where Ping Identity op-
erates and all methods of con-
tact (website, services, etc.) 

Ping Identity uses personal infor-
mation of the customers for 
providing requested products and 
services, inform about other prod-
ucts they offer and to manage 
their sites and services. Moreover, 
the information may be shared to 
perform services, enrol customers 
to communications, make visits on 
the website more personalized 
and so on. If a third party is 
needed to perform some services 
the customer information might 
be shared also with them. 

Ping identity has the control over 
the personal data and has policies 
and rules in place so that an unau-
thorized access is not possible. 

Ping identity ensures that 
the personal information is 
maintained accurately. The 
customer can view, make 
corrections or modify infor-
mation at any time or decide 
that Ping identity is not al-
lowed to use customer in-
formation to provide ser-
vices. 

Google 28 Applies to all services that 
Google Inc. and their affiliates 
offer, including Google services 
which are provided on Android 
devices and services provided on 
other sites. 

Google uses all information that 
they get from their services to pro-
vide, maintain, protect and im-
prove their services. Furthermore, 
the information is also used to de-
velop new services, to protect 
Google and their users as well as 
for providing customized content 
to their users. 

Google collects information that 
the customers give them when 
they create a Google Account or 
that they get from their services 
when the customers use them. This 
information includes device infor-
mation, log information, location 
information, unique application 
numbers, local storage, cookies 
and similar technologies. 

The users can review and 
update their Google activity 
controls, review and control 
all the information regard-
ing their Google Account, 
view and edit their prefer-
ences regarding Google Ads 
and define what other peo-
ple can see of their profile. 
Additionally are users able 
to control with whom they 
share their data, delete in-
formation from their Google 

                                                           

27https://www.pingidentity.com/en/legal/privacy.html 
28http://www.google.com/intl/en/policies/privacy/#infochoices 

https://www.pingidentity.com/en/legal/privacy.html
http://www.google.com/intl/en/policies/privacy/#infochoices
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Account and choose 
whether their profile name 
and profile picture appear in 
ads. 

Microsoft Azure Applies to all Microsoft online 
services and the offers con-
nected to them.29 

Microsoft uses the information of 
their customers only to be able to 
provide them the services they 
want but they will neither use the 
data of their customers in general 
nor for advertising. 

The customers control the collec-
tion, use and distribution of their 
data. Microsoft thereby tries to be 
transparent with their privacy prac-
tices and responsible in managing 
the data that they store and pro-
cess.  
 

The data that is hosted on 
Azure still belongs to the 
customer. The customer has 
the control over where the 
data is stored, how it is pro-
cessed and deleted. Mi-
crosoft releases specific 
data only when it is re-
quested by court or another 
legal authority and to the 
government if they have a 
court order for the content 
or a subpoena for account 

information.30 

Table 2: Security and privacy concerns analysis for selected cloud services 

Summarizing the table above, one can say that all companies use personal customer data for providing services or if data is requested by the court. One fact 

where Ping Identity differs, compared with the others, is that they have the control over the personal information of the customer while the other providers 

state that the customer keeps the control of their data.

                                                           

29https://www.microsoft.com/privacystatement/de-DE/OnlineServices/Default.aspx 
30https://azure.microsoft.com/en-us/support/trust-center/privacy/ 

https://www.microsoft.com/privacystatement/de-DE/OnlineServices/Default.aspx
https://azure.microsoft.com/en-us/support/trust-center/privacy/
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3.7 Recommendations for Cloud security framework 

NIST provides a reference scheme for a cloud security architecture, which represents sort of a high 

level recommendation, identifying macro-blocks of functional areas super-imposed to the actual NIST 

cloud taxonomy [15].  

 

Figure 7: NIST high-level framework for cloud security architecture 

The reference schema provided only identifies functional areas without providing any technical de-

tails regarding the implementation framework to be used which is left to the Cloud Provider. The 

reference schema identifies the following key functional areas (identified on a per cloud actor basis): 

 Cloud Consumer 

o Secure Cloud Consumption Management which includes all of the functions that are 

necessary for the management and operations of the service used by the cloud Con-

sumers; 

o Secure Configuration which includes any capabilities, tools, or policies that ensure 

the secure configuration of cloud resources and compliance with the applicable se-

curity standards, specifications, and mandate; 

o Secure Portability/Interoperability which ensures that data and applications can be 

moved securely to multiple cloud Ecosystems while the risk mitigation measures in 

place are commensurate with the data security and privacy requirements and nec-

essary level of protection. 
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o Secure Business Support which includes capabilities such as identity provisioning and 

credential management to the organization’s employees and contractors through 

access control policies, business continuity plans, and various productivity tracking 

mechanisms for use by the Consumer; 

o Secure Cloud Ecosystem Orchestration (Functional layer) which is the set of Security 

Components a cloud Consumer implements to secure the cloud Functional Layer de-

pends upon the particular cloud service model used. 

 Cloud Provider 

o Secure Cloud Ecosystem Orchestration  

 Secure Deployment & Service Layers which is the set of Security Components 

a cloud Provider can implement to secure the Service Layer depends upon 

the particular type of cloud service offered; 

 Secure Resource Abstraction and Control Layer (Hardware & Facility) which 

is Layer is the Architectural Component that contains the Security Compo-

nents a cloud Provider would implement to provide and manage secure ac-

cess to its physical computing resources through software abstraction; 

 Secure Physical Resource Layer (Hardware & Facility) which is an architec-

tural subcomponent that contains the Security Components needed to se-

cure physical computing resources. 

o Secure Cloud Service Management  

 Secure Provisioning and Configuration which includes all Security Compo-

nents (such as capabilities, tools, or policies) that ensure the secure configu-

ration and provisioning of cloud resources, with particular focus on compli-

ance with the applicable security standards, specifications, and regulations; 

 Secure Portability and Interoperability which ensures that data and applica-

tions can be moved securely to multiple cloud Ecosystems, as established by 

cloud Consumer security requirements; 

 Secure Business Support which entails the set of business-related services 

dealing with the Provider’s Customers and supporting security processes. 

 Cloud Broker 

o Secure Service Aggregation: This Architectural Component includes the Security 

Components that support the fusion and integration of multiple isolated services 

into one or more new services. The cloud Broker provides data integration and en-

sures the secure movement of data between the cloud Consumer and multiple cloud 

Providers based upon the security policies of the Consumer.  

o Secure Service Arbitrage: This Architectural Component is similar to the Secure Ser-

vice Aggregation component, except that the services being aggregated are not 

fixed. Service arbitrage means a cloud Broker has the flexibility to choose services 

from multiple Providers. The cloud Broker can, for example, use a credit-scoring ser-

vice to measure and select a cloud Provider with the best score. 

o Secure Service Intermediation: This Architectural Component includes the Security 

Components that facilitate the enhancement of a given service by allowing the cloud 
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Broker to improve some specific capability and offer value-added services to cloud 

Consumers, while ensuring the security policies of the Consumer are maintained. The 

improvement can be managing access to cloud services, identity management, per-

formance reporting, enhanced security, etc.  

o Secure Cloud Service Management: This Architectural Component includes all Secu-

rity Components that support the management of all service-related functions (tech-

nical and business) that are necessary for the operations of the services offered by 

the cloud Broker. Secure Cloud Service Management can be described from the per-

spective of the:  

 business support requirements;  

 provisioning and configuration business requirements;  

 portability and interoperability business requirements.  

o Secure Cloud Ecosystem Orchestration: This Architectural Component includes all 

Security Components that a Technical Broker needs to implement to secure the func-

tionality implemented and the additional services offered based upon the cloud de-

ployment model (e.g., Private, Public) and service model (SaaS, PaaS, or IaaS). 

In the reference model provided by NIST, the additional role of Cloud Broker (an entity that manages 

the use, performance and delivery of cloud services, and negotiates relationships between cloud Pro-

viders and cloud Consumers) is foreseen. This additional role, whilst not taking part in the cloud tax-

onomy casted over PRISMACLOUD framework, can be of the utmost importance during the subse-

quent analysis for the exploitation activities. 
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In the following table we present a set of recommendations (taken from NIST) to be used as guide-

lines to drive the Cloud Consumer when choosing to move data/infrastructure over the cloud. 

Areas  Recommendations  

Governance  Extend organizational practices pertaining to the policies, procedures, and stand-

ards used for application development and service provisioning in the cloud, as 

well as the design, implementation, testing, use, and monitoring of deployed or 

engaged services.  

Put in place audit mechanisms and tools to ensure organizational practices are 

followed throughout the system lifecycle.  

Compliance  Understand the various types of laws and regulations that impose security and 

privacy obligations on the organization and potentially impact cloud computing 

initiatives, particularly those involving data location, privacy and security controls, 

records management, and electronic discovery requirements.  

Review and assess the cloud provider’s offerings with respect to the organizational 

requirements to be met and ensure that the contract terms adequately meet the 

requirements.  

Ensure that the cloud provider’s electronic discovery capabilities and processes 

do not compromise the privacy or security of data and applications.  

Trust  Ensure that service arrangements have sufficient means to allow visibility into the 

security and privacy controls and processes employed by the cloud provider, and 

their performance over time.  

Establish clear, exclusive ownership rights over data.  

Institute a risk management program that is flexible enough to adapt to the con-

stantly evolving and shifting risk landscape for the lifecycle of the system.  

Continuously monitor the security state of the information system to support on-

going risk management decisions.  

Architecture  Understand the underlying technologies that the cloud provider uses to provision 

services, including the implications that the technical controls involved have on 

the security and privacy of the system, over the full system lifecycle and across all 

system components.  

Identity and Ac-

cess Manage-

ment  

Ensure that adequate safeguards are in place to secure authentication, authoriza-

tion, and other identity and access management functions, and are suitable for 

the organization.  

Software Isola-

tion  

Understand virtualization and other logical isolation techniques that the cloud 

provider employs in its multi-tenant software architecture, and assess the risks 

involved for the organization.  
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Data Protection  Evaluate the suitability of the cloud provider’s data management solutions for the 

organizational data concerned and the ability to control access to data, to secure 

data while at rest, in transit, and in use, and to sanitize data.  

Take into consideration the risk of collating organizational data with that of other 

organizations whose threat profiles are high or whose data collectively represent 

significant concentrated value.  

Fully understand and weigh the risks involved in cryptographic key management 

with the facilities available in the cloud environment and the processes estab-

lished by the cloud provider.  

Availability  Understand the contract provisions and procedures for availability, data backup 

and recovery, and disaster recovery, and ensure that they meet the organization’s 

continuity and contingency planning requirements.  

Ensure that during an intermediate or prolonged disruption or a serious disaster, 

critical operations can be immediately resumed, and that all operations can be 

eventually reinstituted in a timely and organized manner.  

Incident Re-

sponse  

Understand the contract provisions and procedures for incident response and en-

sure that they meet the requirements of the organization.  

Ensure that the cloud provider has a transparent response process in place and 

sufficient mechanisms to share information during and after an incident.  

Ensure that the organization can respond to incidents in a coordinated fashion 

with the cloud provider in accordance with their respective roles and responsibil-

ities for the computing environment.  

 

Accountability Cloud provider should ensure that suitable chain of accountability is in place to 

ensure to members of a cloud ecosystem that obligations to protect data are ob-

served by all who process the data, irrespective of where that processing occurs. 

This not only applies when a data subject directly uses cloud services but also 

when services are provided in an enterprise loud setting. 

Transparency Ensure that cloud provider is able to expose details related to transparency in re-

lation to how data are managed, where are stored and when retrieved after po-

tential loss. Cloud Provider should also be ready to formally provide audit results 

to end-user. 

Transparency must be provide via a proper and comprehensive technical and op-

erational framework by the Cloud provider and regulated via proper SLA defini-

tion. 

Table 3: NIST recommendation for Cloud Consumers 
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3.8 Elements of a security aware taxonomy 

3.8.1 Introduction 

While the previous section is focused on defining a detailed taxonomy of the different cloud services 

available in the market, this section describes in detail the security functionalities available. Between 

the broad range of privacy parameters and security controls available to take into consideration, this 

analysis has been especially focused on the following: Data Security and Storage and Identity and 

Access Manager. 

3.8.1.1 Data Security and Storage 

This section details the factors taken into consideration for the security controls or functionalities 

associated with protecting the Data. Nevertheless the protection of the data is an abstract concept 

and because the Data can be in different stages during its life cycle within the cloud some concepts 

have to be defined. Therefore in this study the Consortium has taken into consideration the stages 

that the data will pass through: 

 Data-in-transit: encrypted during transfer to and from a cloud provider, 

 Data-at-rest: be encrypted if using simple storage  

 Data lineage: Following the path of data (mapping application data flows or data path visu-

alization) is known as data lineage, and it is important for an auditor’s assurance (internal, 

external, and regulatory). 

 Data provenance: Provenance means not only that the data has integrity, but also that it is 

computationally accurate and it is also about documenting/being able to proof accuracy; that 

is, the data was accurately calculated. 

 Data remanence: is the residual representation of data that has been in some way nominally 

erased or removed. 

3.8.1.2 Identity and Access Manager: 

The Identity and Access Manger is based on the following pillars: 

 Authentication: Authentication is the process of verifying the identity of a user or system. 

 Authorization: Authorization is the process of determining the privileges the user or system 

is entitled to once the identity is established 

 Auditing: In the context of IAM, auditing entails the process of review and examination of 

authentication, authorization records, and activities to determine the adequacy of IAM sys-

tem controls, to verify compliance with established security policies and procedures(e.g., 

separation of duties), to detect breaches in security services (e.g., privilege escalation), and 

to recommend any changes that are indicated for countermeasures. 

The services associated with these pillars are: User management, Authentication management, Au-

thorization management, Access management and Monitoring and auditing. 

However this study has also taken into consideration other aspects associated with the Identity and 

Access Management such as the operational activities which are described as follows: 
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 Provisioning: This is the process of on-boarding users to systems and applications. These pro-

cesses provide users with necessary access to data and technology resources. The term typ-

ically is used in reference to enterprise-level resource management. Provisioning can be 

thought of as a combination of the duties of the human resources and IT departments, where 

users are given access to data repositories or systems, applications, and databases based on 

a unique user identity. Deprovisioning works in the opposite manner, resulting in the dele-

tion or deactivation of an identity or of privileges assigned to the user identity. 

 Credential and attribute management: These processes are designed to manage the life cycle 

of credentials and user attributes—create, issue, manage, revoke—to minimize the business 

risk associated with identity impersonation and inappropriate account use. Credentials are 

usually bound to an individual and are verified during the authentication process. The pro-

cesses include provisioning of attributes, static (e.g., standard text password) and dynamic 

(e.g., one-time password) credentials that comply with a password standard (e.g., passwords 

resistant to dictionary attacks), handling password expiration, encryption management of 

credentials during transit and at rest, and access policies of user attributes (privacy and han-

dling of attributes for various regulatory reasons). 

 Entitlement management: Entitlements are also referred to as authorization policies. The 

processes in this domain address the provisioning and deprovisioning of privileges needed 

for the user to access resources including systems, applications, and databases. Proper enti-

tlement management ensures that users are assigned only the required privileges (least priv-

ileges) that match with their job functions. Entitlement management can be used to 

strengthen the security of web services, web applications, legacy applications, documents 

and files, and physical security systems. 

 Compliance management: This process implies that access rights and privileges are moni-

tored and tracked to ensure the security of an enterprise’s resources. The process also helps 

auditors verify compliance to various internal access control policies, and standards that in-

clude practices such as segregation of duties, access monitoring, periodic auditing, and re-

porting. An example is a user certification process that allows application owners to certify 

that only authorized users have the privileges necessary to access business-sensitive infor-

mation. 

 Identity federation management: Federation is the process of managing the trust relation-

ships established beyond the internal network boundaries or administrative domain bound-

aries among distinct organizations. A federation is an association of organizations that come 

together to exchange information about their users and resources to enable collaborations 

and transactions (e.g., sharing user information with the organizations’ benefits systems 

managed by a third-party provider). Federation of identities to service providers will support 

SSO to cloud services. 

 Centralization of authentication (authN) and authorization (authZ): A central authentication 

and authorization infrastructure alleviates the need for application developers to build cus-

tom authentication and authorization features into their applications. Furthermore, it pro-

motes a loose coupling architecture where applications become agnostic to the authentica-

tion methods and policies. This approach is also called an “externalization of authN and au-

thZ” from applications. 
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The following diagram shows the relationships between the basic functionalities and the operational 

activities during the lifecycle of the users within the system: 

 

Figure 8: Identity and Access Management Life Cycle 

3.8.2 Security Services 

This chapter gathers the security services of the most popular cloud service providers.  We will in the 

following consider in detail the following providers and security services: 

 Amazon Security Services 

- AWS Identity and Access Management (IAM) 

- AWS Directory Service 

- Amazon Inspector (Preview) 

- AWS CloudHSM 

- AWS Key Management Service 
 

 Microsoft Azure 

- Azure Active Directory 

- Multi-Factor Authentication 

- Key Vault 

- Virtual Network 
 

 IBM SmartCloud 

- IBM Cloud Data Encryption Services: Secure 

- OnCloud Identity and Access Management 

- Vormetric Transparent Encryption 

- Identity Mixer 
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 Google Cloud Platform 

- Data Encryption 

- Secure Global Network 

- Intrusion Detection 

- Security Scanning 

- Compliance and Certifications 
 

 Oracle Cloud 
 

 Other providers 

- Ping Identity 

- AlertLogic 

- CipherCloud 

- CloudLock 

- Qualys 

3.8.2.1 Amazon Security Services 

3.8.2.1.1 AWS Identity and Access Management (IAM) 

Link:  https://aws.amazon.com/iam/ 

Description: AWS Identity and Access Management (IAM) enables you to securely control access to 

AWS services and resources for your users. Using IAM, you can create and manage AWS users and 

groups, and use permissions to allow and deny their access to AWS resources. 

Conclusions: The main advantage of the AWS IAM is the complete integration with other Amazon 

Cloud services. A normal Identity Access Manager allows the creation and management of users, 

groups and roles and those permissions associated with them. However it is focused on the users, 

groups or roles in charge of developing, deploying and running the Cloud Services (managers, devel-

opers, client services, etc.) but it does not give solutions for the final end users. 

3.8.2.1.2 AWS Directory Service 

Link:  https://aws.amazon.com/directoryservice/ 

Description: AWS Directory Service is a managed service that allows you to connect your AWS re-

sources with an existing on-premises Microsoft Active Directory or to set up a new, stand-alone direc-

tory in the AWS cloud. Connecting to an on-premises directory is easy and once this connection is 

established, all users can access AWS resources and applications with their existing corporate creden-

tials. You can also launch managed, Samba-based directories in a matter of minutes, simplifying the 

deployment and management of Linux and Microsoft Windows workloads in the AWS cloud. 

Conclusion: This service allows having a LDAP database within the cloud and integrating it with the 

existing one on the premises of the client. The main advantage of this service is at the same time 

their worst facet because it is using Microsoft Active Directory instead of a universal LDAP interface, 

with all the advantages and disadvantages that Microsoft Active Directory brings with it. 

3.8.2.1.3 Amazon Inspector (Preview) 

Link:  https://aws.amazon.com/inspector/ 

https://aws.amazon.com/iam/
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/inspector/
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Description: Amazon Inspector is an automated security assessment service that helps improve the 

security and compliance of applications deployed on AWS. Amazon Inspector automatically assesses 

applications for vulnerabilities or deviations from best practices. After performing an assessment, 

Amazon Inspector produces a detailed report with prioritized steps for remediation. To help you get 

started quickly, Amazon Inspector includes a knowledge base of hundreds of rules mapped to com-

mon security compliance standards (e.g. PCI DSS) and vulnerability definitions.  

Conclusions: Although this service it not related directly with the main factors of our investigation 

(Data Storage and Identity Access Manager), the Consortium has considered it important enough to 

be included in this study. This service can scan the services deployed within the cloud, based on the 

broad database of vulnerabilities and to find any security vulnerability on the services a company 

provides. 

3.8.2.1.4 AWS CloudHSM 

Link:  https://aws.amazon.com/cloudhsm/ 

Description: The AWS CloudHSM service helps you meet corporate, contractual and regulatory com-

pliance requirements for data security by using dedicated Hardware Security Module (HSM) appli-

ances within the AWS cloud. With CloudHSM, you control the encryption keys and cryptographic op-

erations performed by the HSM.AWS and AWS Marketplace partners offer a variety of solutions for 

protecting sensitive data within the AWS platform, but for applications and data subject to rigorous 

contractual or regulatory requirements for managing cryptographic keys, additional protection is 

sometimes necessary. Until now, your only option was to store the sensitive data (or the encryption 

keys protecting the sensitive data) in your on-premises datacenters. Unfortunately, this either pre-

vented you from migrating these applications to the cloud or significantly slowed their performance. 

The AWS CloudHSM service allows you to protect your encryption keys within HSMs designed and 

validated to government standards for secure key management. You can securely generate, store, 

and manage the cryptographic keys used for data encryption such that they are accessible only by 

you. AWS CloudHSM helps you comply with strict key management requirements without sacrificing 

application performance. 

The AWS CloudHSM service works with Amazon Virtual Private Cloud (VPC). CloudHSM instances are 

provisioned inside your VPC with an IP address that you specify, providing simple and private network 

connectivity to your Amazon Elastic Compute Cloud (EC2) instances. Placing CloudHSM instances near 

your EC2 instances decreases network latency, which can improve application performance. AWS pro-

vides dedicated and exclusive (single tenant) access to CloudHSM instances, isolated from other AWS 

customers. Available in multiple Regions and Availability Zones (AZs), AWS CloudHSM allows you to 

add secure and durable key storage to your applications. 

Conclusions: This is a solution provided by Amazon for those systems dealing with sensitive data. This 

solution includes different security aspects: including your services within a VPN, encrypting the data 

using a PKI infrastructure and providing a separated infrastructure to access the PKI keys in order to 

improve the performance of the system. This solution simplifies the security controls however its 

biggest disadvantage is the price (AWS CloudHSM service with Dedicated SafeNet Luna SA is $5,000, 

plus $1.96 per Hour) 

https://aws.amazon.com/cloudhsm/
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3.8.2.1.5 AWS Key Management Service 

Link:  https://aws.amazon.com/kms/ 

Description: AWS Key Management Service (KMS) is a managed service that makes it easy for you to 

create and control the encryption keys used to encrypt your data, and uses Hardware Security Mod-

ules (HSMs) to protect the security of your keys. AWS Key Management Service is integrated with 

several other AWS services to help you protect your data you store with these services. AWS Key Man-

agement Service is also integrated with AWS CloudTrail to provide you with logs of all key usage to 

help meet your regulatory and compliance needs. 

Conclusions: This service was one of those included within the solution described previously. It allows 

storing the PKI keys within a centralized place that makes management of them easier. The biggest 

advantage that this solution claims is that it improves the performance of the system in corporation 

with other solutions that store the PKI infrastructure within a company’s facilities. 

3.8.2.2 Microsoft Azure 

https://azure.microsoft.com/en-us/support/trust-center/security/ 

3.8.2.2.1 Azure Active Directory 

Link:  https://azure.microsoft.com/en-us/services/active-directory/ 

Description: Azure Active Directory is a comprehensive identity and access management cloud solu-

tion that provides a robust set of capabilities to manage users and groups. It helps secure access to 

on-premises and cloud applications, including Microsoft online services like Office 365 and many non-

Microsoft SaaS applications. Azure Active Directory comes in 3 editions: Free, Basic, and Premium. 

Conclusions: Azure Active Directory is a solution that covers the main services associated with an IAM 

(Authentication, Authorization and Auditing). In addition it covers the provisioning operational activ-

ities although the documentation is not clear about other operational activities, for instance de-pro-

visioning is not even mentioned in the official documentation. One of the main disadvantages is that 

it is strongly related with the Microsoft products and, for instance it allows the set-up of end users if 

they are going to use Microsoft products, such as: Microsoft 365, Salesforce, Sharepoint, etc. but the 

integration with other products is not detailed in the documentation. 

3.8.2.2.2 Multi-Factor Authentication 

Link:  https://azure.microsoft.com/en-us/services/multi-factor-authentication/ 

Description: Azure Multi-Factor Authentication helps safeguard access to data and applications while 

meeting user demand for a simple sign-in process. It delivers strong authentication with a range of 

easy verification options—phone call, text message, or mobile app notification—allowing users to 

choose the method they prefer. 

Conclusions: This solution is an extension of the service described above and it provides some multi-

factor authentication services. Its stronger advantage is that it can be configured with a simple click 

and provides a SDK to be integrated with your own applications. However, as described with the 

Active Directory Service, the interrelationship with Microsoft products is very strong and it is not 

clear that all types all developments will suit this solution. 

https://aws.amazon.com/kms/
https://azure.microsoft.com/en-us/support/trust-center/security/
https://azure.microsoft.com/en-us/services/active-directory/
https://azure.microsoft.com/en-us/services/multi-factor-authentication/
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3.8.2.2.3 Key Vault 

Link:  https://azure.microsoft.com/en-us/services/key-vault/ 

Description: Secure key management is essential to protecting data in the cloud. With Azure Key 

Vault, you can encrypt keys and small secrets like passwords using keys stored in hardware security 

modules (HSMs). For added assurance, import or generate your keys in HSMs that are validated to 

FIPS 140-2 Level 2 standards—so that your keys stay within the HSM boundary. Key Vault is designed 

so that Microsoft does not see or extract your keys. Monitor and audit key use with Azure logging—

pipe logs into Azure HDInsight or your SIEM for additional analysis and threat detection (coming 

soon). 

Conclusions: As Amazon, Microsoft provides a PKI store manager service that allows the clients to 

use this infrastructure directly in the cloud which improved performance of the system considerably. 

3.8.2.2.4 Virtual Network 

Link:  https://azure.microsoft.com/en-us/services/virtual-network/ 

Description: Azure Virtual Network provides an isolated and secure environment to run your virtual 

machines and applications. You can use your private IP addresses and define subnets, access control 

policies, and more. With Virtual Networks, you can treat Azure just as you would your own datacenter. 

Conclusions: Virtual Network provides either IPSec or VPN functionalities, allowing the insolation of 

those desired services or servers. This solution relies on the Authentication and Authorization ser-

vices of Microsoft Active Directory solution (described before) therefore and once again the relation-

ship between Microsoft products is very strong. 

3.8.2.3 IBM SmartCloud 

3.8.2.3.1 IBM Cloud Data Encryption Services: Secure 

Link:  https://marketplace.ibmcloud.com/apps/2461#!overview 

Description: IBM Cloud Data Encryption Services (ICDES) is a software defined data protection offer-

ing that runs in the background of your application servers. It's cryptographic splitting combines AES-

256 certified encryption with randomized (keyed) information dispersal into an easy to use FIPS 140-

2 certified solution. ICDES has a built-in simplified key management system, so no large, expensive 

key storage systems are required. ICDES can help support regulatory compliance requirements for 

HIPAA, HITECH, FISMA, Sarbanes-Oxley, and PCI. 

Conclusions: IBM provides this service for those specific applications with an encryption need. In 

contrast with similar services described above (Amazon or Microsoft), this solution includes the PKI 

management in the cloud integrated within the service with savings associated with not having to 

hire a new service. However due to American legal restrictions on the encryption, the encryption 

algorithm provided by this service (e.g. AES-256) seems a little bit weak. 

3.8.2.3.2 OnCloud Identity and Access Management 

Link:  https://marketplace.ibmcloud.com/apps/5000?restoreSearch=true#!overview 

https://azure.microsoft.com/en-us/services/key-vault/
https://azure.microsoft.com/en-us/services/virtual-network/
https://marketplace.ibmcloud.com/apps/2461#!overview
https://marketplace.ibmcloud.com/apps/5000?restoreSearch=true#!overview
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Description: OnCloud is an Identity and Access Management-as-a-Service (IAMaaS) solution available 

to Commercial and Government customers. OnCloud utilizes IBM’s market-leading Identity and Ac-

cess Management (IAM) technology to provide a full and adaptable set of IAM capabilities, including 

Identity Governance, Strong Authentication, Access Control, Single Sign-On, and Federation. OnCloud 

is infrastructure agnostic, and can be deployed on the customer’s infrastructure of Untitled choice. 

Conclusions: This service provides the basic set of Authentication, Authorization and Auditing. Its 

biggest advantage is its price as it is free with unlimited users. In addition it includes the strong au-

thentication functionalities that in other cloud providers are considered as another service therefore 

you need to pay for it separately. However it seems it is focused on the administrators and developers 

of the cloud. Furthermore the documentation available doesn’t describe or detail how to link the 

functionalities available with end users to use your own applications. 

3.8.2.3.3 Vormetric Transparent Encryption 

Link:  https://marketplace.ibmcloud.com/apps/292?restoreSearch=true#!overview 

Description: Vormetric addresses industry compliance mandates and government regulations glob-

ally by securing data in physical, virtual and cloud infrastructures, through: Data Encryption, Key Man-

agement, Access Policies, Privileged User Control, and Security Intelligence. 

Conclusions: Vormetric Transparent Encryption allows not only the encryption of the data storage in 

the cloud but also the establishment of authorization policies to access this encrypted data. Unfor-

tunately the documentation available for this service is vague and it makes it very difficult to evaluate 

the functionalities that this service provides. 

3.8.2.3.4 Identity Mixer 

Link:  http://www.zurich.ibm.com/idemix/ 

Description: We all use electronic services increasingly often in our daily lives. To do so, we have no 

choice but to provide plenty of personal information for authorization, billing purposes, or as 

part of the terms and conditions of service providers. 

Dispersing all this personal information erodes our privacy and puts us at risk of abuse of this infor-

mation by criminals. 

Identity Mixer allows users to minimize the personal data they have to reveal in such transactions. 

For instance, if electronic identity (eID) cards were realized with Identity Mixer, then teenagers pos-

sessing such eID cards could log onto a teenage chat room just proving that they are indeed 12–15 

years of age without revealing any other information stored on the card such as their name or ad-

dress. 

Conclusions: Identity Mixer should have a special mention as it is a service provided by IBM that was 

born as an FP7 project. This solution is not the usual service providing encryption capabilities and it 

is going a step beyond that. The main aim of this service is to provide a specific security control for 

the privacy of personal data. Therefore this service could be a very good reference for the purposes 

of this PRISMACLOUD project. 

https://marketplace.ibmcloud.com/apps/292?restoreSearch=true#!overview
http://www.zurich.ibm.com/idemix/
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3.8.2.4 Google Cloud Platform 

Unfortunately the website provided by Google Cloud Platform doesn’t describe in detail the security 

services that they provide. The only Security information detailed in the website is an abstract de-

scription of the different functionalities. This information is available using the following link: 

https://cloud.google.com/security/#platform_security_features 

As a brief summary of the security information available, the most relevant descriptions for the pur-

poses of PRISMACLOUD are as follows: 

Data Encryption 

Cloud Platform services automatically encrypt data before it is written to disk. For example, the data 

for each Cloud Storage object and its metadata is encrypted under the 256-bit Advanced Encryption 

Standard, and each encryption key is itself encrypted with a regularly rotated set of master keys. The 

same encryption and key management policies used for your data in Cloud Platform are used by many 

of Google's production services, including Google Docs, Gmail, and Google's own corporate data. 

Secure Global Network 

Because it’s linked to most ISPs in the world, Google’s global network helps to improve the security of 

data in transit by limiting hops across the public Internet. Cloud Interconnect and managed VPN allow 

you to create encrypted channels between your private IP environment on premises and Google’s 

network. This allows you to keep instances completely disconnected from the public internet while 

still reachable from your own private infrastructure. 

Intrusion Detection 

Google intrusion detection involves tightly controlling the size and make-up of Google’s attack surface 

through preventative measures, employing intelligent detection controls at data entry points, and 

employing technologies that automatically remedy certain dangerous situations. 

Security Scanning 

Cloud Security Scanner helps App Engine developers identify the most common vulnerabilities, specif-

ically cross-site scripting (XSS) and mixed content, in their web applications. 

Compliance and Certifications 

Cloud Platform and Google infrastructure is certified for a growing number of compliance standards 

and controls. Read more about the specific certifications on our compliance page. 

3.8.2.5 Oracle Cloud 

If the security documentation provided by Google can be qualified as poor, then the Security docu-

mentation provided by Oracle Cloud is almost non-existent and it is barely mentioned on its website. 

In addition the Oracle Cloud website doesn’t provide any services related to security or indeed what 

security processes they are following. 

https://cloud.google.com/security/#platform_security_features
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3.8.2.6 Other providers 

This study has also taken into consideration other security services that can be used within the cloud 

and they are not associated with the main Cloud providers. These security services have been se-

lected using, as a starting point, the classification of services defined in Cloud Services Taxonomy 

provided by OpenCrowd 31. This Taxonomy classifies the different Cloud Services into functional 

blocks and the Software Services related with Security. They are as follows: 

3.8.2.6.1 Ping Identity 

Link:  https://www.pingidentity.com/products/ 

Description: PingID™ is a multi-factor authentication solution that enables secure sign-on to all of 

your applications. Working with PingOne® and PingFederate®, as well as VPN servers, PingID:   

 Defines and enforces authentication policies tailored to your needs. 

 Is delivered via an easy-to-use mobile application. 

 Secures your applications without passwords. 

Conclusions: PingID is an Identity Access Manager with Single Sign-On functionalities. The biggest 

advantage provided by PingID is that it allows the use of strong authentication using contextual in-

formation that makes it almost transparent to the end user that he/she is using strong authentica-

tion. In addition it is able to provide IAM services to all types of users, including the end users of the 

services. Nevertheless the integration of your own applications within the system is defined using an 

undocumented API therefore it cannot be evaluated by this study.  

3.8.2.6.2 AlertLogic 

Link:  https://www.alertlogic.com/solutions/alertlogic-technology/activewatch/ 

Description: Effective cloud security begins with data collection, but your data is only as good as the 

insight it provides. Alert Logic ActiveWatch is a managed Security-as-a-Service (SaaS) solution provid-

ing the human expertise required for deep insight into your security and compliance posture. 

3.8.2.6.3 CipherCloud 

Link:  http://www.ciphercloud.com/ 

Description: The CipherCloud Open Platform eliminates cloud security issues by delivering a single 

platform to secure sensitive customer information across all of your cloud applications, while preserv-

ing usability, functionality and performance. Available as a service or virtual appliance, CipherCloud 

delivers a comprehensive set of protection controls including encryption, tokenization, activity moni-

toring, data loss prevention (DLP) and malware detection that can overcome your cloud security con-

cerns. 

Conclusions: CipherCloud provides a set of security services where it is worth mentioning that those 

services ensure data privacy on the data residency and they claim that they adhere to regulatory 

                                                           

31http://cloudtaxonomy.opencrowd.com/taxonomy/about/ 

https://www.pingidentity.com/products/
https://www.alertlogic.com/solutions/alertlogic-technology/activewatch/
http://www.ciphercloud.com/
http://cloudtaxonomy.opencrowd.com/taxonomy/about/
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compliance. The documentation available in their website does not make it very clear how Cipher-

Cloud achieves this. 

3.8.2.6.4 CloudLock 

Link:  http://www.cloudlock.com/ 

Description: CloudLock provides compliance and security solutions for enterprises using public cloud 

applications like Salesforce and Google Apps. The largest organizations in the world trust CloudLock 

to secure their data. 

Conclusions: CloudLock offers a set of different products focused on the discovering and monitoring 

of possible cybersecurity threats in order to reduce or minimize the security risk, establishing safe-

guards around apps that access accounts and data. Therefore the services provided by CloudLock are 

out of the scope of this study. 

3.8.2.6.5 Qualys 

Link:  http://www.qualys.com/ 

Description: Qualys, Inc. is the leading provider of on demand IT security risk and compliance man-

agement solutions — delivered as a service. Qualys' Software-as-a-Service solutions are deployed in 

a matter of hours anywhere in the world, providing customers an immediate and continuous view of 

their security and compliance postures. The QualysGuard® service is used today by more than 5,000 

organizations in 85 countries, including 50 of the Fortune 100 and performs over 500 million IP audits 

per year. Qualys has the largest vulnerability management deployment in the world at a leading 

global company. 

Conclusions: As the services described previously, the products provided by Qualys Inc. are focused 

on the detection or identification, classification and control of possible cybersecurity threats. Hence 

these services are out of the scope of this study. 

http://www.cloudlock.com/
http://www.qualys.com/
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4 Major benefits and risks in cloud computing 

This chapter will provide high-level details related to the Cloud Computing landscape with focus on 

the aspects related to security. The section is composed of two sub-sections, the first exploring the 

potentialities (i.e. the added value) of the security framework provided by Cloud computing and part 

of its cloud service offerings with respect to traditional on-premises security solutions, while the sec-

ond sub-section will explore the main concerns and the main risk/threats that Customer must take 

into account when entrusting a cloud computing solution. 

4.1 Cloud security benefits 

Across all PRISMACLOUD investigation activities we have concentrated our analysis related to cloud 

security framework on the gaps of the actual cloud security infrastructure, but it is widely recognized 

that Cloud security must not be perceived only as a concern but also as a potentiality. In fact Cloud-

based security offers a certain number benefits over the traditional premise-based model which can 

be summarized in the following main key topics: 

- less capital expenditure (security implemented at a large scale is cheaper, Cloud Provider 

leveraging on large scale deployment can re-invest the CAPEX savings to refresh the security 

equipment, thus been able to deploy state-of-art of security top technologies) 

- enhanced efficiency (The centralization of security policy in the set of devices which consti-

tutes the defence perimeter of Data Center allows for a more manageable and secure infra-

structure framework) 

- Higher level of security (as it’s proactively managed by a team of security experts). 

- Security patches campaign (The centralized nature of the cloud security framework allows 

for an easier security patch management, thus resulting in more solid and more updated 

security framework) 

- Higher level of security with faster response to security incidents (it is a common practice 

for Cloud Providers organization to have a dedicated Security NOC composed of high-skilled 

people who can quickly take care of security incidents.) 

- Security as a market differentiator (security is a priority concern for many cloud customers; 

many of them will make buying choices on the basis of the reputation for confidentiality, 

integrity and resilience of, and the security services offered by, a provider. This is a strong 

driver for cloud providers to improve security practices.) 

- Rapid, smart scaling of resources (the ability of the cloud provider to dynamically reallocate 

resources for filtering, traffic shaping, authentication, encryption, etc, to defensive measures 

(e.g., against DDoS attacks) has obvious advantages for resilience.) 

- Benefits of resource concentration (Although the concentration of resources undoubtedly 

has disadvantages for security [see Risks], it has the obvious advantage of cheaper physical 

perimiterisation and physical access control (per unit resource) and the easier and cheaper 

application of many security-related processes.) 
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4.2 Cloud computing risks and threats 

The most important cloud-specific risks are can be divided in three main classes, being policy/organ-

izational risks, technical risks, data protection risks. 

Over the years many attempts to provide an organized rationale related to cloud security policy and 

organisational risks, as well as cloud technical risks have been carried out—the most authoritative of 

them being the Cloud Computing Security Risk Assessment proposed by ENISA [16]. The assessment 

contains a regularly updated list of the top security risks related to Cloud computing. 

4.2.1 Policy and organisational risks 

 Loss of governance: Cloud computing framework forecast the situation where the Customer 

is willing to offload its own IT infrastructure to Cloud Provider thus inherently entrusting the 

control to the Cloud Provider. This situation can introduce a certain number of risks for Cus-

tomer related to security matters: 

 Terms of use (of the cloud service) may prohibit e.g. pen testing  

 Conflict between customer hardening procedures and cloud environment 

 Terms and conditions may change due to CP outsourcing or CP change of control 

 Challenge compliance with certifications (e.g. PCI DSS payment card industry data 

security standard) 

 cloud provider (CP) cannot provide evidence on compliance with relevant require-

ments 

 CP does not provide audit by cloud customer  

The loss of governance and control could have a potentially severe impact on the organization’s 

strategy and therefore on the capacity to meet its mission and goals. The loss of control and 

governance can also lead to the impossibility of complying with the security requirements, a lack 

of confidentiality, integrity and availability of data, and a deterioration of performance and qual-

ity of service, not to mention the introduction of compliance challenges, as certain organisations 

migrating to the cloud have made considerable investments in achieving certification either for 

competitive 

 Lock-in: there still is little on offer in the way of tools, procedures or standard data formats 

or services interfaces that could guarantee data, application and service portability. This can 

make it difficult for the customer to migrate from one provider to another or migrate data 

and services back to an in-house IT environment. This introduces a dependency on a partic-

ular CP for service provision, especially if data portability, as the most fundamental aspect, 

is not enabled.  

 Lack of interoperability (cf. also [17]) -> standardisation 

 CPs may have an incentive to prevent portability 

 Insolvency of CP may lead to “catastrophic business failure” 

 Acquisition of CP (change in policy) 

 PaaS lock-in at the API layer (e.g. incompatible APIs for data access) 

 Paas lock-in at runtime layer (e.g. Modified Java runtime) 
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 IaaS lock-in: incompatible formats for packaging and distributing applications 

 Bank-run-scenario if CP threatens to go out of service (some customers may not be able to 

extract their data and applications) 

4.2.2 Technical risks 

 Isolation failure: multi-tenancy and shared resources are defining characteristics of cloud 

computing. This risk category covers the failure of mechanisms separating storage, memory, 

routing and reputation between different tenants (e.g., so-called guest-hopping attacks). 

However it should be considered that attacks on resource isolation mechanisms (e.g. against 

hypervisors) are still less numerous and much more difficult for an attacker to put in practice 

compared to attacks on traditional OSs.  

 Management interface compromise: customer management interfaces of a public cloud 

provider are accessible through the Internet and mediate access to larger sets of resources 

(than traditional hosting providers) and therefore pose an increased risk, especially when 

combined with remote access and web browser vulnerabilities.  

 Data protection: cloud computing poses several data protection risks for cloud customers 

and providers. In some cases, it may be difficult for the cloud customer (in its role as data 

controller) to effectively check the data handling practices of the cloud provider and thus to 

be sure that the data is handled in a lawful way. This problem is exacerbated in cases of 

multiple transfers of data, e.g., between federated clouds. On the other hand, some cloud 

providers do provide information on their data handling practices. Some also offer certifica-

tion summaries on their data processing and data security activities and the data controls 

they have in place, e.g., SAS70 certification.  

 Insecure or incomplete data deletion: when a request to delete a cloud resource is made, 

as with most operating systems, this may not result in true wiping of the data. Adequate or 

timely data deletion may also be impossible (or undesirable from a customer perspective), 

either because extra copies of data are stored but are not available, or because the disk to 

be destroyed also stores data from other clients. In the case of multiple tenancies and the 

reuse of hardware resources, this represents a higher risk to the customer than with dedi-

cated hardware.  

 Malicious insider: while usually less likely, the damage which may be caused by malicious 

insiders is often far greater. Cloud architectures necessitate certain roles which are extremely 

high-risk. Examples include CP system administrators and managed security service provid-

ers.  

 Customers’ security expectations: the perception of Security levels by Customers might dif-

ferentiate from the actual security (and availability) offered by the CP, or the actual tempta-

tion of the CP to reduce costs further by sacrificing on some security aspects.  

 Availability Chain: Reliance on Internet Connectivity at Customer’s end creates a Single point 

of failure in many cases. 

 
On the other side, Cloud Security Alliance [18]conducted a survey of industry experts to compile pro-

fessional opinion on the greatest vulnerabilities within cloud computing to identify the top threats. 

The Top Threats working group used these survey results alongside their expertise to craft the final 
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2013 report. The survey methodology validated that the threat listing reflects the most current con-

cerns of the industry. In this most recent edition of this report, experts identified the following nine 

critical threats to cloud security (ranked in order of severity):  

 Data Breaches, which is the intentional or unintentional release of secure information to an 

untrusted environment) 

 Data Loss, which is an error condition in information systems in which information is de-

stroyed by failures or neglect in storage, transmission, or processing 

 Account hijacking, which occurs when an individual or organization’s cloud account is stolen 

or hijacked by an attacker. Cloud account hijacking is a common tactic in identity theft 

schemes. The attacker uses the stolen account information to conduct malicious or unau-

thorized activity 

 Insecure APIs, vulnerabilities in application programming interfaces to gain access to enter-

prise websites and networks and carry out other malicious activities 

 Denial of Service, which is an attempt to make a machine or network resource unavailable 

to its intended users 

 Malicious Insiders, which occurs when the employee, contractor or sub-contractor with ac-

cess to data, files and IT systems who may be disgruntled or feel “obligated” to steal valuable 

intellectual property.  

 Abuse of Cloud Services, which occurs when abusing the relative anonymity behind these 

registration and usage models, spammers, malicious code authors, and other criminals have 

been able to conduct their activities with relative impunity. 

 Insufficient Due Diligence, which occurs when the Cloud provider is not able to provide the 

agreed level of Security controls information 

 Shared Technology Issues, which arises when the Cloud provider is not able to guarantee 

proper security level for its customer relying over a multi-tenant shared infrastructure 

4.2.3 Data protection risks 

The Article 29 Working Party (launched according to Article 29 of the European Data Protection Di-

rective 95/46/EC [19]) identifies in its Opinion 05/2012 on Cloud Computing [17] (p. 5ff) several data 

protection risks pertaining to personal data processing operations deploying cloud services:  

 Lack of control 

 Lack of availability due to lack of interoperability (vendor lock-in) 

 Lack of integrity caused by the sharing of resources (conflicting interests/objectives of differ-

ent customers) 

 Lack of confidentiality in terms of law enforcement requests made directly to a cloud pro-

vider 

 Lack of intervenability due to the complexity and dynamics of the outsourcing chain 

 Lack of intervenability (data subjects’ rights) 

 Lack of isolation (administrators may link information of different clients) 

 Lack on information on processing (transparency) 
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 Chain processing is taking place involving multiple processors and subcontractors 

 Personal data are processed in different geographic locations within the European Economic 

Area (EEA) 

 Personal data is transferred to third countries outside the EEA 
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5 PRISMACLOUD cloud security patterns 

5.1 Introduction 

5.1.1 Representation of knowledge in design patterns 

The Vienna, Austria born Christopher Alexander, who has since 1963 been living and teaching in 

Berkeley, California32, published his book “A Pattern Language: Towns, Buildings, Construction” [20] 

in 1977, where he (and his co-authors) introduced the concept of re-usable design solutions for ar-

chitectural problems33. The idea behind the architectural patterns is to provide a collection of proven 

solutions for problems which occur over and over again. The 253 presented patterns contain the 

concentrated knowledge and experience of designers and are intended to be re-used. Alexander de-

fines a pattern language as a collection of patterns from a specific domain. He and his co-authors 

used to order the design patterns they initially presented as result of the knowledge they collected, 

“beginning with the very largest, for regions and towns, then working down through neighbour-

hoods, clusters of buildings, buildings, rooms and alcoves, ending finally with detail of construction” 

[20]. This way, “smaller” patterns shall help complete “larger” patterns. The patterns proposed by 

Alexander were intended to be “alive and evolving”. He viewed them as “hypotheses”, as “current 

best guess”, to be improved and possibly replaced with more profound patterns, as a result of “new 

experience and observation”. 

The idea of design patterns was taken up again in 1994 by computer scientists and especially software 

engineers who tried to tackle the reusability of software with a software design pattern approach. 

Reusability of software was then, after about 20 years of object oriented design a big issue. The re-

sulting book” Design Patterns: Elements of Reusable Object-Oriented Software” [21] has become a 

standard and has not lost its significance and relevance in software engineering today. The problem 

setting in software engineering is comparable to that in the field of architecture: Not to “solve every 

problem from first principles” but instead use a proven solution to a design problem. 

The idea of design patterns was applied to other contexts as well. Security patterns, or security de-

sign patterns “codify basic security knowledge in a structured and understandable way” [22]. They 

represent a practical means to communicate end user needs and requirements. Security patterns are 

connected to one or more specific security goals. A comprehensive collection of security patterns 

which were discussed at the annual “Pattern Languages of Programs” (PLoP) conferences since 1997, 

is available on the homepage of the security researcher Munawar Hafiz (Auburn University, Alabama, 

USA)34. It currently contains a catalogue of 97 security patterns. 

                                                           

32https://en.wikipedia.org/wiki/Christopher_Alexander 
33 It shall here be noted, that the book is a very pleasurable and most interesting read, particularly for anyone who 
lives in a house or apartment. The book also provides valuable insight for those who use the concept in design and 
security patterns. (The entire book – 1218 pages – can be found as pdf on the internet https://archive.org/de-
tails/APatternLanguage) 
34http://www.munawarhafiz.com/securitypatterncatalog/index.php. Munawar Hafiz is also author of several papers 
on security patterns, e.g. [51], which presents “4 design patterns that can aide (sic!) the decision making process for 
the designers of privacy protecting systems”.  

https://en.wikipedia.org/wiki/Christopher_Alexander
https://archive.org/details/APatternLanguage
https://archive.org/details/APatternLanguage
http://www.munawarhafiz.com/securitypatterncatalog/index.php
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There is also on-going work on privacy patterns, which connect problems to solutions within the 

context of user privacy. The ability of design patterns to communicate and address the often conflict-

ing requirements from different actors in different domains, is ideal for their application in designing 

information privacy into information systems: “Privacy Patterns that span across usability, engineer-

ing, security and other considerations can provide sharable descriptions of generative solutions to 

common design contentions. Since patterns focus on describing the resolutions of contradictory 

forces in a design context, the pros and cons of a specific solution can be easily debated. Unlike 

guidelines, regulations or best practices, patterns are descriptive, rather than normative, facilitating 

discussion and debate and providing education rather than insisting on particular solutions or prac-

tices” [23]35. There are several websites online for joint development of privacy design patterns, like 

privacypatterns.org36 by researchers of the University of California, Berkeley, School of Law (funded 

with grants from the U.S. Department of Homeland Security and from the NIST, among others), and 

the privacypatterns.eu37—resulting from the European FP7 project PRIPARE38 (Preparing industry to 

privacy-by-design by supporting its application in research). 

The concept of design patterns has also been specifically applied to cloud computing, and several 

collections of cloud computing patterns are available online on the internet39 but without a particular 

focus on information security.  

5.1.2 PRISMACLOUD crypto primitives 

The PRISMACLOUD project proposes a set of several cryptographic primitives (crypto-tools) for en-

abling end to end security in cloud applications and services, countering some of the most pressing 

threats currently present in cloud computing. Cryptographic primitives are basic cryptographic func-

tions (or algorithms) which can be used in cryptographic protocols in security relevant information 

and communication technology (ICT) applications. A cryptographic protocol can be defined as an 

exact description of how a specific cryptographic functionality is carried out: it describes the exact 

steps of application of the cryptographic algorithms, as well as the structure of the data on which the 

algorithms operate. Without exception, the PRISMACLOUD cryptographic primitives are either ex-

tensions of existing cryptographic primitives (where they add functionality and/or cryptographic 

strength), or security enhancements of functions that were not equipped with security functionalities 

before.  

The PRISMACLOUD cryptographic primitives are from four specific fields in which security and pri-

vacy issues are pending in current cloud applications and services. These are the fields of data storage 

in the cloud, of user privacy protection and data minimisation, of authentication of stored and 

processed data, and of certification of virtualised infrastructures.  

                                                           

35 In this article the authors apply the concept of design patterns to express so-called “privacy design anti-patterns” 
for misapplied patterns, with unintended consequences.  
36http://privacypatterns.org/ 
37https://privacypatterns.eu/ 
38http://pripareproject.eu/ 
39 Two websites which are published in parallel to books, present extensive catalogues of cloud (security) patterns: 
http://www.cloudcomputingpatterns.org/ belongs to [52], while http://cloudpatterns.org/ tries to collect patterns 
for [53] (to be published 2016). 

http://privacypatterns.org/
https://privacypatterns.eu/
http://pripareproject.eu/
http://www.cloudcomputingpatterns.org/
http://cloudpatterns.org/
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The following list presents the single cryptographic primitives by number and name, with which they 

will be referenced in the “solution” category of the single patterns: 

 
 

Table 4: PRISMACLOUD cryptographic primitives 

 

5.1.3 Assumptions for the proposed cloud security patterns 

In the following, we will present assumptions and prerequisites we intend to use for our proposed 

cloud security patterns: 

 The cloud security patterns do not represent “hard requirements” on cloud applications 

and services, the patterns represent more a way of communicating a user need (and 

specifically a security need) to the system architects and developers of the services in 

an informal way. The system architects and developers shall read from the pattern the 

information that enables them to develop the cryptographic primitives in such a way, 

that the applications and systems where they are used, satisfy the security needs of the 

end-user. 

 In our particular case, the definition and selection of the cryptographic primitives be-

longing to the single cloud security patterns was not carried out after the development 

of the security patterns, where a specific need for these primitives would have been 

expressed. The cryptographic primitives, for which we now want to develop the corre-

sponding cloud security patterns, were selected by the authors of the project proposal 

from among most recent cryptographic security techniques to counter some of the most 

dangerous threats in the following cloud computing areas: 

 Data storage in the cloud (securing data at rest),  

 Authentication of stored and processed data, 

 Certification of virtualised infrastructures, and  

 User privacy protection. 

Data storage in the cloud: 

 Primitive 1: Cryptographic storage solution 

 Primitive 2: Data security for database applications 

User privacy protection and data minimisation: 

 Primitive 3: Anonymous credentials 

 Primitive 4: Group signatures 

 Primitive 5: Big data anonymisation 

Authentication of stored and processed data: 

 Primitive 6: Malleable signatures 

 Primitive 7: Verifiable computation 

Certification of virtualised infrastructures: 

 Primitive 8: Certification of virtualised infrastructures 
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The cryptographic primitives were selected by the authors of the project proposal with spe-

cific security functionalities in mind. On these functionalities we base corresponding cloud 

security patterns, which we want to develop in order to: 

 Give an alternative definition of PRISMACLOUD’s crypto primitives in a way 

which is compatible and accessible both by the cryptographers and system 

engineers, who are developing the crypto primitives from the basic crypto-

graphic functions, and the prospective end users. 

 Potentially discover additional requirements from the end-user side, 

 Provide a commonly understandable description of complex cryptographic 

functions to communicate the project innovations to a wider audience (both 

in related disciplines, as e.g. standardisation of cryptographic technologies, 

and in the realm of end-users, policy makers, and interested individuals) 

5.1.4 Pattern categories description 

Different publications about security patterns (and about design patterns in general) define the pat-

terns along different categories. We have taken into consideration the categories used in [20], [21], 

[22], as well the categories used on the security pattern websites securitypatterncatalog, cloudcom-

putingpatterns(links in the footnotes on the previous pages) and have chosen a synthesis that seems 

suitable for us. We use the same main categories as in Alexander’s (et al.) seminal pattern book [20] 

(problem, solution, etc.), as do all the other sources. Alexander et al. are very concise and enlighten-

ing in explaining the single categories. So their descriptions—although they were used to describe an 

architectural pattern language—are analogously used for the description of our categories, where it 

is applicable in the context of cloud security40. Several other categories, most of them taken from the 

other sources and the websites, are also mentioned in [square brackets]. They will be used in the 

description of the single patterns, where this kind of information is valuable for the description of 

circumstances or for the communication of user needs.  

We use the following categories and instructions to characterise the patterns: 

 Name: Name and 

 Summary description of the pattern;  

 [Also known as: Other names] 

 [Example: Present a real world example, illustrating the existence of the problem] 

 Context: “Introductory paragraph”; describe, when the pattern is applicable; “how it helps 

to complete certain larger patterns”  

 Intention: list end user values, security properties covered for end user  

                                                           

40 The citations without reference in the pattern categories are without exception from Alexander’s et. al. book [20], 
p. X ff. 
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 Problem: first a (bold) headline with the “essence of the problem in one or two sentences”; 

then the “body of the problem”: “empirical background of the pattern”, “evidence for its 

validity”, range of different manifestations  

 Solution:“[T]he heart of the pattern—which describes the field of physical and social rela-

tionships which are required to solve the stated problem, in the stated context”; “The solu-

tion describes the elements that make up the design, their relationships, responsibilities, and 

collaborations”; “[T]he pattern provides an abstract description of a design problem and how 

a general arrangement of elements (…) solves it”41: Here we will link to the: 

 PRISMACLOUD cryptographic primitive(s) upon which the solution is based (solu-

tion principle), “this solution is always stated in the form of an instruction—so that 

you exactly know what you need to do, to build the pattern”. describe the relation-

ship which is required to solve the stated problem 

 [Diagram: Alexander proposes to use a diagram at this point of the pattern; some of the 

security pattern sources use UML style diagrams for depicting information and interaction 

flow] 

 [Known uses: Known uses of the pattern in existing systems} 

 Consequences: list potential benefits and liabilities;  

 here we reference the “threats which are countered” by using that single patterns 

The following table lists the defined cloud security patterns, together with the cryptographic primi-

tive(s) upon which the solution is based: 

 

  

                                                           

41 Both citations from [21] where design patterns are used in the context of re-usable object oriented software de-
sign. 
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Table 5: PRISMACLOUD patterns and employed crypto primitives 

 

  

Field 1: Data storage in the cloud 

 Pattern 1: Secure cloud storage by default 

Primitive 1: Cryptographic storage solution 

 Pattern 2: Moving a legacy application’s database to the cloud 

Primitive 2: Data security for database applications 

Field 2: User privacy protection and data minimisation 

 Pattern 3: Non-identifiable and untrackable use of a cloud service 

Primitive 3: Anonymous credentials 

 Pattern 4: Minimise exposure of private data during authentication in the cloud 

Primitive 3: Anonymous credentials 

 Pattern 5: Big data anonymisation 

Primitive 5: Big data anonymisation 

Field 3: Authentication of stored and processed data 

 Pattern 6: Protect the authenticity of a data set and possible subsets 

Primitive 6: Malleable signatures 

 Pattern 7: Authorise controlled subsequent modifications of signed data 

Primitive 6: Malleable signatures 

 Pattern 8: Controlling the correctness of delegated computations 

Primitive: 7 Verifiable computation 

Field 4: Certification of virtualised infrastructures 

 Pattern 9: Controlling your virtual infrastructures 

Primitive 8: Certification of virtualized infrastructures 
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5.2 Field 1: Data storage in the cloud 

5.2.1 Pattern 1: Secure cloud storage by default 

Name: Secure cloud storage by default 

Summary description: This pattern describes the qualities of a cloud storage service, as most users 

would expect when moving their digital assets to the cloud: The data in the cloud storage remains 

readily available when needed, and dependably and securely confidential against the cloud provider 

and other tenants in the vicinity of the cloud, as well as against other third parties which are not 

entitled by the user to access the data. The data may easily be shared with others, and easily be 

transferred to another cloud provider when the user wants to do so. 

[Also known as: “The dream of every cloud user”] 

[Example:] 

Context: The pattern is applicable in any context where a user wants to securely store or share a data 

object in a cloud infrastructure. 

Intention: Provide a cloud storage service with strong42 confidentiality, integrity, and availability, 

from which the cloud user can anytime effectively pull away the stored data. 

Problem: Currently, most cloud storage providers store the data either unencrypted, or apply en-

cryption which remains completely under their control; some cloud users locally encrypt their data 

before they store it in the cloud in order to maintain the confidentiality of the data. 

Whether the cloud provider encrypts or does not encrypt the data it stores, the cloud provider has 

in practice full access to the data—if it is not encrypted by the user in the first place. In many cases, 

especially in free-of-charge public cloud services from the big cloud providers (in the fields of cloud 

file storage, combined with collaboration services, of cloud-based email and other communication 

services) the end users have to consent to terms-of-reference granting the providers full rights to the 

data (including rights to store, combine, or otherwise use the data in ways non-anticipated and not 

explicitly consented to by the user, to sell or commercialise the data in any other imaginable way). 

The users of such cloud services are in internet idiom also referred to as “net fish”, which have to be 

nourished with gimmicks and entertainment that they continue to give away their data. 

Nevertheless, also in “serious” cloud services (for customers that pay), the cloud provider has to be 

trusted to maintain the confidentiality of the data—by not looking at the data itself, and by effectively 

protecting the data in storage against access by unauthorised third parties. This includes all copies 

and replications of the data which are created for availability purposes in all layers of a storage ar-

chitecture.  

                                                           

42 “strong” refers here to cryptographic strength beyond computational assumptions, or otherwise bounded adver-
saries. The security of such cryptographic schemes is also called information theoretic security, or unconditional se-
curity; such systems remain secure even against unlimited computing resources for long periods of time. 
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Also with respect to availability of data and of cloud services, the user is dependent on the provider. 

There are cases known, where bankruptcy of a cloud provider led to sudden loss of access to cus-

tomer data.  

Deletion of data in clouds is also a big issue and it is not sufficiently solved how an effective deletion 

of data in all replications and backups can be achieved and substantiated.  

When cloud users use end-to-end encryption to mitigate some of the mentioned problems and 

threats (i.e. when they encrypt the data before they store it in the cloud) they are required to imple-

ment and maintain a cryptographic key management system and an access control mechanism, with 

all its known complexities and implications. 

Solution: If cloud users use a cloud storage, they do not want to give up their property rights and 

privacy rights on the data. Cloud users want to maintain full control over their cloud storage by de-

fault. They want strong confidentiality guarantees by default while being able to share certain data 

with other cloud users or with the cloud provider at their own discretion. The data needs to be pro-

tected against loss by some kind of redundancy in a way that the confidentiality remains upheld. The 

cloud user wants to be able to withdraw the data from one cloud provider, and give it to another 

provider for hosting, at any time without having to rely on any form of cooperation with the cloud 

provider. The cloud wants to be sure that the data can be completely withdrawn, with no copies of 

the information plain remaining at the provider. 

 PRISMACLOUD primitive: PRISMACLOUD proposes a cryptographic storage solution with in-

creased practical usability for the secure, distributed storage of data [24] [25]. Through the use of an 

information-dispersal algorithm, i.e. secret sharing [26], the information is split into a number of 

shares, of which any subset of a fixed number smaller than the number of shares allows the recon-

struction of the original data. The numbers have to be selected at the time of storing the data and 

typically remain fixed throughout its lifetime. An example would be a threshold of 3 out of 5 system, 

where the data can be reconstructed using any 3 shares of the produced five shares. The 5 shares 

are distributed over encrypted channels to different cloud providers.  

The cryptographic storage solution provides sort of a ‘keyless’ cryptographic solution, under the as-

sumption, that not a number of cloud storage providers greater or equal the threshold of the storage 

network do maliciously cooperate (non-collusion assumption). The secret sharing algorithm itself is 

considerably stronger than commonly used cryptographic systems and capable of long-term security 

[27] and therefore applicable in scenarios with highest confidentiality requirements, like in e-Health 

or e-Government. 

The cryptographic storage solution enables the collaboration of several users on the data, but it re-

quires an explicit access control system; 

The secret sharing also solves the availability problem at the user level, without the need of explicit 

backups. Also single shares can be taken out of the system and be replaced by newly generated ones. 

This prevents vendor lock-in and, when shares are continuously renewed, enables long-term data 

security as it minimises the chance of an attacker to get a sufficient number of shares for reconstruct-

ing the information by attacking one cloud provider after the other. 
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Leakage of metadata, which occurs during storage and retrieval of the single shares, and by synchro-

nisation activity between the single storage providers during share renewal, may present a privacy 

problem and needs to be investigated. 

[Diagram:] 

[Known uses:] 

Consequences: “Secure cloud storage by default” counters almost all identified risks related to con-

fidentiality, integrity, and availability of stored data in the cloud and therefore constitutes a disrup-

tive technology of highest potential. The application of that cryptographic primitive can potentially 

entirely transform cloud provisioning world-wide.  

One new assumption which is introduced by this cryptographic primitive, is the non-collusion as-

sumption, i.e. that sufficiently many of the cloud providers maliciously cooperate to discover the 

secret. This means, that the number of shares necessary to reconstruct the secret in the threshold 

scheme of the information dispersal algorithm is a crucial design parameter. The non-collusion as-

sumption can only be substantiated by other assumptions on the trustworthiness of the single in-

volved cloud providers. On the other hand, the data owner does not have to rely on computational 

assumptions for the confidentiality of the data. Detailed reference to the single risks will be given 

below.   

 Countered threats: 

The cloud security pattern covers all threats mentioned in chapter Fehler! Verweisquelle konnte 

nicht gefunden werden. “Fehler! Verweisquelle konnte nicht gefunden werden.” in the categories  

Policy and organisational risks: 

Loss of governance with respect to having the authority to effectively decide about access to the 

data, about moving the data, deleting the data. 

Lock-in is effectively countered by the ability to exclude shares from the data set and to generate 

new shares to be stored at a different provider. 

Technical risks: 

Many of the technical risks are covered by the implicit encryption provided by the scheme, like iso-

lation failure, management interface compromise, data protection, Insecure or incomplete data 

deletion, malicious insider, customer’s security expectation – but also only under a non-collusion 

assumption: It has to be assumed that the single risks do not challenge a number of providers, above 

the threshold of the scheme. All the mentioned technical risks can be mitigated by continuous re-

newal and replacement of the shares. This reduces the window for an attacker for procuring a suffi-

cient number of shares for reconstructing the unencrypted information. Availability chain, i.e. the 

reliance of the user on internet connectivity, is a risk which actually improves with a secret sharing 

primitive: Some storage provider may be off-line and the secret still be reconstructed with the shares 

from the remaining providers. On the other hand, if many providers would be off-line simultaneously, 

there might not be sufficient cloud providers to facilitate the reconstruction of the information. On 

the user side, like in all cloud systems, the user always has to rely on his/her internet connectivity. 
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Pattern 2: Moving a legacy application’s database to the cloud 

Name: Moving a legacy database application to the cloud 

Summary description: This pattern enables the deployment of the database of a legacy application 

to the cloud while protecting the confidentiality of data that was not protected, when the database 

was hosted inside the security perimeter of the end user. 

[Also known as:] 

[Example:] 

Context: The pattern is applicable when an end user wants to deploy an existing database to a public 

cloud. 

Intention: Maintain confidentiality of data in legacy database applications, where the database itself 

is deployed to a public cloud. 

Problem: Many businesses and administrations rely on legacy database applications which store data 

in a local, plain, unencrypted database—this is perfectly reasonable for a system deployed entirely 

within an organisation’s security perimeter (i.e. in its own private datacenter). Now a business or 

administration for some reason wants to move the database to a public cloud. Out of compatibility 

and interoperability issues, or because they have a valid certification of the application in compliance 

with some regulation (which would require expensive re-certification or entirely new certification in 

case of modifications or re-implementation) the current application shall be used with the database 

which is now deployed to the cloud.  

One problem is, that the data can no longer be stored in the database in plain text, as the database 

is deployed to the only partially trusted, potentially insecure infrastructure of the cloud provider and 

no longer hosted in the own trusted datacenter of e.g. the municipality or company that owns the 

application. Encrypting the entire database would usually require a different database design to 

adapt the fields for accepting cryptograms instead of clear values, and consequently also substantial 

modification of the application to remain functional. 

Solution: Transparently add a layer of cryptography directly into the data fields of the database ap-

plications in such a way, that the encrypted data can be stored in the same fields as before. 

 PRISMACLOUD primitive: PRISMACLOUD proposes to use the four cryptographic technologies: 

 Format preserving encryption (FPE) 

 Format preserving tokenisation (FPT)  

 Order preserving encryption (OPE) 

 Order preserving tokenisation (OPT) 

FPE and FPT apply encryption in a manner such that the ciphertext has the same format as the 

plaintext (e.g. a social security number is mapped into a cryptogram with the format of a social secu-

rity number) [28]. FPE uses an encryption algorithm to map clear data to encrypted data and there 

exist several algorithms for specific field types, like social security numbers etc. FPT uses tokenisation, 

which is using a lookup table to translate between plaintext and cryptogram.  
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The encrypted data items can thus be stored in the same fields/tables as the plaintext. The encryption 

is done when the data leaves the security perimeter, i.e. before it is stored into the cloud. 

Order preserving encryption and tokenisation (OPE and OPT) apply encryption in a way that the order 

relation of the clear data is maintained, and hence range queries are possible on encrypted data [29]. 

[Diagram:] 

[Known uses:] 

Consequences:  

 Countered threats: 

The pattern counters several threats from the three areas, which were defined in the “Cloud compu-

ting risks and threats” list in section 4.2. 

Policy and organisational risks: 

As regards governance and control of the database which is deployed to the cloud, the end user still 

depends on the cloud provider’s ability and goodwill to grant access to the database in the cloud. 

Nevertheless, the end use can control the access to the plain data and therefore enforce the confi-

dentiality of the data without reliance on the cloud provider. 

The pattern does also not exactly solve, but only ease another common problem, related to the com-

pliance of an application or a service with legal requirements. In sensitive areas, regulation requires 

applications to be certified to meet several requirements, usually laid down in a standard. The pro-

cess of certification is expensive, and has usually to be re-done in its entirety, even for small modifi-

cations of the entire system. So the extension of an unmodified existing system with a cryptographic 

layer, which is accessed over clearly defined interfaces on the database field level, may significantly 

ease the re-certification of an information system after the deployment of the database to the cloud. 

The risk of lock-in with a cloud provider remains unchanged with an encrypted database in compar-

ison to an unencrypted database. 

Technical risks: 

All the technical risks related with data protection are covered by the cloud security pattern “Moving 

a legacy application’s database to the cloud”. These include the risks introduced by isolation failure 

and interface compromise due to insufficient measures of the cloud provider, as the data protection 

risks connected to handling of the data by the cloud provider, including deletion of the data. 

Still, the risk of a broken availability chain, where the data is rendered inaccessible because of a 

failing internet connectivity, cannot be addressed by this cloud security pattern. 

While several technical risks related to the confidentiality of the data are countered, data loss and 

account hijacking remain also for the encrypted database. 

Data protection risks:  
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Data protection risks are generally covered when they concern the confidentiality and the integrity 

of the data—both are protected by the cryptographic scheme. The risks connected with the availa-

bility of the data are obviously not mitigated by encryption of the data. 
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5.3 Field 2: User privacy protection and data minimisation 

The following two patterns are closely related to each other – i.e. they can be realised with the same 

cryptographic primitive: anonymous credentials. Both are concerned with data minimisation—with 

effectively reducing the data which occurs in transactions with online services and clouds. 

5.3.1 Pattern 3: Non-identifiable and untrackable use of a cloud service 

Name: Non-identifiable and untrackable use of a cloud service 

Summary description: This pattern describes the anonymous interaction of a user with different 

cloud services, or in general, information services on the internet. So much data is created by users 

just using systems on the internet and in the cloud. It is just the information that someone accessed 

some service at some instant of time, which can be accumulated and related to other data in ways 

beyond the control and interest of the individual connected with the data. So the idea is, to just not 

let the date be created in the first place. A cryptographic mechanism is required facilitating the anon-

ymous use of services on the internet, without generating data which can be linked to the identity of 

the user. It should be like using a ticket vending machine in the metro station with a few coins, where 

a service can be used in anonymity. 

[Also known as:] 

Example: Further examples for the application of the pattern would be in media services, like music 

streaming websites or mediatheques, where users could listen to music or read in books without 

being monitored and tracked in their preferences and behaviour. 

Context: This pattern is strongly interrelated to the pattern 4 “Minimise exposure of private data 

during authentication in the cloud”. In this pattern, anonymity is the goal and linkable data is to be 

completely excluded, while in pattern 4 some information is revealed—but under the complete gran-

ular control of the user. Both patterns can reasonably be combined. 

Intention: This pattern wants to provide privacy to users in their daily life in the internet. User privacy 

shall be supported, against the prevailing trends of ubiquitous surveillance of digital citizens. 

Problem: In most current solutions43, users which have to prove to a verifier that they are authorised 

to use a cloud system, have to reveal their identity. This generates data which is attributable to indi-

viduals and will be accumulated by parties beyond the control of the user for further exploitation, 

use and potential misuse. In e-government open data applications it may for example be desirable 

to provide information to eligible users—but not to be able to record who exactly accessed which 

information. Without specific cryptographic mechanisms, anonymity and unlinkability of transactions 

cannot be enforced by the user. The user has to rely that the data is not illegally exploited and com-

mercialised—but the mere fact, that the attributable metadata is generated, and appears in log files 

and during transition in the networks, makes it likely that it is stored and processed beyond any con-

trol by the end user.  

                                                           

43 A illustrative description of current authentication technologies, including anonymous credentials, can be found 
on IBM’s idemix homepage: http://www.zurich.ibm.com/idemix/whatitdoes.html 

http://www.zurich.ibm.com/idemix/whatitdoes.html
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More advanced current solutions use an online issuer, who is contacted during each authentication 

process and who effectively isolates the user from the verifier, so that the actual information, upon 

which the authentication is based, is not revealed to the verifier. Such a construction is effective in 

preventing the information flow from the user to the verifier—but as the online issuer has the full 

knowledge about the transaction and the data involved, and thus constitutes a privacy bottleneck. 

Other systems, like ITU-T’s X.509 identity certificates, involve an offline issuer, who needs not to be 

involved during the authentication process and thus does not learn about the single transactions. But 

in this case the user usually has to reveal his/her entire identity certificate with all the information in 

it—which is usually not required for the authentication process per se—and what’s more, the differ-

ent transactions of the user become linkable and generate metadata on peoples’ behaviour and 

whereabouts, completely irrelevant for the authorisation of a user for an application or service. The 

exploitation of such metadata by specialised companies and authorities, and other parties, poses a 

severe threat against user privacy. 

Solution: The PRISMACLOUD project proposes the use of anonymous credentials [30]in cloud sys-

tems as a toolbox for the benefit of end users, with the help of which cloud applications and services 

can be designed for which the user can prove authentication and authorisation without revealing 

more identity information than necessary. 

 PRISMACLOUD primitive: 

Use the technology of ‘anonymous credentials’ [30] to enable the implementation of privacy protect-

ing and data minimising authentication and authorisation systems for cloud applications and services. 

Implications:  

 Users may prove the authorisation for a service without revealing their identity; 

 Anonymous credentials allow the encoding of attributes in credentials such, that state-

ments about the encoded attributes can be proven to a verifier without revealing the 

values of the attributes; 

 Anonymous credentials are effective tools for data minimisation—the amount of data 

which is revealed during transactions is effectively reduced; 

 Different credential shows can are unlinkable or can be implemented to be unlinkable 

 If events need to be linkable, anonymous credentials allow to anonymously prove the 

possession of a pseudonym  

[Diagram:] 

Known uses: Non-identifiable and untrackable use of a cloud service is already available in commer-

cial products: U-Prove of Microsoft is based on the technology acquired from Credentia.com, the 

company of the inventor of the zero knowledge proof protocols [31]. IBM’s Identity Mixer is a “cryp-

tographic protocol suite for privacy-preserving authentication and transfer of certified attributes”44. 

                                                           

44http://www.zurich.ibm.com/idemix/whatitdoes.html 

http://www.zurich.ibm.com/idemix/whatitdoes.html
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It was “was tested, piloted, improved, and considerably extended throughout (…) participation in a 

number of European research consortia”45. 

Consequences: “Non-identifiable and untrackable use of a cloud service” is an effective tool for prov-

ing the authorisation for a service without revealing the identity of the user. Different credential 

shows are unlinkable, or only linkable in a defined context, e.g. in a billing application, where the 

single payments shall be attributed to a user or to a pseudonym—if that is desired.  

The pattern can bring tremendous benefits to end users in comparison to cloud applications and 

services with full identification and user tracking (probably also over different services). It minimises 

the traces of online activities and thus reduces the risk, that data related to individuals is exploited 

and commercialised beyond the control of the user.  

On the other hand, there are entire businesses living on the identification and tracking of users, which 

gives them valuable data sets about identifiable end users, e.g. sociological data (who is in contact 

with whom, and when, data about relationships, ), data about habits of all kinds etc. which allows 

inference of information on individuals far beyond any interest of the end user—data, which e.g. 

under the lax user privacy regulation in the U.S. of America may be commercialised at discretion of 

the data collector, and not of the subject related to the data. Some businesses provide services to 

end users, for which the end users “pay” by granting exclusive usage rights on data, including further 

processing (“big data”), exploitation and commercialisation in any imaginable way. Such usage pat-

terns are orthogonal to the “Non-identifiable and untrackable use of a cloud service” pattern. 

 Countered threats: 

While policy and organisational risks do not apply to this current pattern, most important technical 

risks can also be excluded because of the cryptographic security of the primitives which are used for 

its implementation.  

The pattern is very effective in countering data protection risks. It allows a fine grained control of 

which data is exposed to whom. Thus it reduces the risks connected to the information on processing, 

as well as the risks connected to the loss of control. 

 

  

                                                           

45http://www.zurich.ibm.com/idemix/eu_projects.html 

http://www.zurich.ibm.com/idemix/eu_projects.html
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5.3.2 Pattern 4: Minimise exposure of private data during authentication in the cloud 

Name: Minimise exposure of private data during authentication in the cloud 

Summary description: Only expose the minimum necessary amount of data when authenticating for 

a cloud service.  

During the process of authenticating, e.g. for accessing a cloud service, a user wants to present some 

attributes, without revealing other attribute he or she may additionally have. The user may also only 

want to prove the possession of an attribute, or some quality of the attribute (e.g. a statement on a 

range it is in) without revealing the exact value of the attribute. The user may want to show or prove 

attributes to different sites in a manner, that the single showings cannot be linked to the same per-

son.  

[Also known as:] 

[Example:] 

Context: This pattern is strongly interrelated to the pattern 3 “Minimise exposure of private data 

during authentication in the cloud”. In this pattern, some information is revealed—but under the 

complete granular control of the user—while in pattern 3 anonymity is the goal and linkable data is 

to be completely excluded. Both patterns can reasonably be combined. 

Intention: The pattern wants to reduce the data which is unnecessarily exposed during authentica-

tion situations 

Problem: In currents cloud systems, users often reveal much more data than necessary for perform-

ing or delegating a specific task. Such data is prone to being accumulated and data mined by the 

cloud provider and by other parties eventually getting in possession of the data. This represents a 

severe privacy threat for the user. Currently, authentication for a service in the cloud is often per-

formed by the use of an identity certificate. The user shows the certificate to the verifier who verifies 

the digital signature on the certificate with the public key of a certifier. The verifier thus learns all the 

data contained in the identity certificate, although for a proper authentication it might be sufficient 

to access only a small subset of the data in the identity certificate. Identity certificates also make 

interactions attributable to the bearer of the identity certificate—i.e. interactions can be tracked 

across services. All these side effects are problematic from a privacy point of view and data minimi-

sation actually calls for avoiding such unnecessary revelation of data in information infrastructure 

transactions. 

Solution: 

 PRISMACLOUD primitive: 

As in Pattern 3 “Non-identifiable and untrackable use of a cloud service”, this pattern uses the tech-

nology of “anonymous credentials” [30]. See “PRISMACLOUD primitive” section in Pattern 3. 

[Diagram:] 

Known uses: Idemix by IBM and U-Prove use the technologies of anonymous credentials. For details 

see the description on the known uses section of the previous Pattern 3 “Non-identifiable and un-

trackable use of a cloud service”. 
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Consequences: 

The pattern “Minimise exposure of private data during authentication in the cloud” allows an effec-

tive reduction of the amount of data which is revealed during authentication and other transactions 

requiring the presentation of user data.  

The pattern enables that statements about the encoded attributes can be proven to a verifier without 

revealing the values of the attributes. The pattern enables that different credential shows can are 

unlinkable or can be implemented to be unlinkable. If events need to be linkable, it is possible to 

anonymously prove the possession of a pseudonym. 

 Countered threats: 

As in the related pattern 3, policy and organisational risks do not apply to this current pattern, while 

most important technical risks can be excluded because of the cryptographic security of the primi-

tives which are used for its implementation.  

The current pattern is also very effective in countering data protection risks. It allows a fine grained 

control of which data is exposed to whom. It thus reduces risks connected to the processing of per-

sonal data which is collected by the service provider without effective necessity for the service. It 

reduces the lack of transparency, and all the risks involved by chain processing involving multiple 

processors, by moving data between jurisdictions, especially also out of the control of local data pro-

tection 
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5.3.3 Pattern 5: Big data anonymisation 

Name: Big data anonymisation 

NOTE: This pattern has not yet been defined 

Summary description: 

[Also known as:] 

[Example:] 

Context:  

Intention:  

Problem: Efficient and practical solutions for anonymisation of very big data sets do not exist. K-

anonymisation of data [32], which means, that in a set of data, for each entry, there are at least (k-

1) other entries, from which it cannot be distinguished, is a NP hard problem [33]. 

Solution: New, more efficient approaches to anonymising big sets of data have improved in efficiency 

and are now capable of anonymising very large data sets.  

 PRISMACLOUD primitive: 

Primitive 5: Big data anonymisation 

[Diagram:] 

[Known uses:] 

Consequences:  

 Countered threats: 

  



PRISMACLOUD D2.2 Domain independent generic security models

 

 
Copyright © PRISMACLOUD Consortium  69 
 

 

5.4 Field 3: Authentication of stored and processed data 

5.4.1 Pattern 6: Protect the authenticity of a data set and possible subsets 

Name: Generate an authentic subset from an authentic and signed set of data 

Summary description: Subsequently cloaking or/ removing information from an authentic data set, 

e.g. electronically signed data structure, will be needed to protect the confidentiality of the infor-

mation that got removed. The aim is to allow and control the removal of some data such that it has 

a minimal impact on the authenticity of the remaining data. Following the definitions of authenticity 

protection the technical mechanisms usually require to detect any subsequent modification to a pro-

tected data structure as a breach of integrity. At the same time the value of data is increased if the 

data’s origin is authenticatable, such that the originating party cannot technically repudiate having 

created the data. This pattern gives necessary protection from the time data is created against mali-

cious changes on the message level (not only communication level) for end-to-end communication. 

It allows to for data minimisation by removing data at a later time not a-priory known. Note, that the 

removal must be done such that the removed data’s confidentiality is protected. Integrity and au-

thentication of origin are valuable properties to retain on data as they are often required to assess 

the amount of trust that can be placed into the veracity of the information, e.g. knowing it comes 

from a trustworthy source and has not been changed in unauthorised ways induces trust in the suit-

ability of the information encoded in the data for the task at hand. Some processes even require the 

level of integrity and authentication of origin protection to comply with the legal requirements (e.g. 

qualified electronic signatures as regulated in eIDAS) to increase the legal value of evidence of the 

data. At the same time subsequent to the integrity protection information must be changed to allow 

to comply with privacy and data protection requirements. This pattern’s change is the complete re-

moval of data. Any change must be done securely, meaning that no information from the removed 

data can be gained from looking at the remaining data’s integrity and authenticity protection.  

Also known as: Problem: Document Sanitization Problem [34]; Cryptographic solutions: Content Ex-

traction Signature [35], Homomorphic Signature Scheme [36], Redactable Signature [37] [38], Malle-

able Signature [39], Sanitizable Signature46  

Example: Medical data is the most prominent example, hence we use an example from that domain 

as well. Imagine a number of tests are carried out on a blood sample and a report is being created. 

For this example imagine the blood test report would contain information about the levels of seven 

(in reality there are more) indicators: (1) fasting glucose (blood sugar), (2) total cholesterol,  (3) hae-

moglobin (Hgb), (4) ALT (alanine aminotransferase), (5) thyroid, (6) vitamin D, (7) tuberculosis (TB).  

In the context of the example the document sanitization problem would manifest as the problem to 

remove the actual test results, e.g. only the results showing blood sugar, cholesterol and vitamin D 

(tests 1, 2, and 6) shall be given to your ecotrophologist. However the values that are given shall be 

protected against malicious tampering ever since they left the credible source and the source shall 

                                                           

46  Only a few papers call the authorisation of only the removal of data items “sanitization”, e.g. [55]. In 
PRISMACLOUD, we adopted the concept for sanitizable signatures that was introduced by Ateniese et al. also in 2005 
[41] which was also adopted in many other recent and influential papers and which has been shown to be crypto-
graphically different to constructions that allow just the removal [56].   
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be verifiable. The credible source is the doctor/laboratory/machine that did the tests to obtain the 

results. The party subsequently modifying it is the patient. The party that wants to assess the credi-

bility is yet another party, e.g. the ecotrophologist. Hence, even after the removal, the remaining test 

results shall give the same credibility as if only those remaining results were done on its own. There 

are several details or sub-problems to the document sanitization problem that we want to briefly 

highlight: Does the cloaking reveal that cloaking has taken place? Does it reveal where cloaking has 

been done? For example the ecotrophologist shall not know that you have been tested for tubercu-

losis (test 7), as this test is only done if you are in a high risk group or are already receiving treatments. 

As the mere knowledge that this test was done can be regarded as personally indiscriminating infor-

mation the subsequent cloaking shall perfectly remove this information. However, if a certain test is 

necessary to be performed, e.g. is required to meet due diligence procedures, it needs to be recorded 

as having been carried out. This might also help to provide evidence in order to charge the insurance 

the costs of  the test, then the actual result shall be cloaked in such a way that it is still verifiable that 

initially a value was inserted, i.e. the test was actually done as some result has been obtained. To 

stay with a visual example, it shall not be possible to cloak empty values such that they can pose as 

test results. For the undermining cryptographic mechanisms and their application this means that 

many mathematical and implementation details of the cryptographic tools need to be tailored and 

fine-tuned correctly to give the desired results. 

Context: This pattern is applicable whenever data originates at a credible source and the data’s trust-

worthiness depends on the source being authenticatable and the data being subjected only to be-

nign, i.e. authorised, subsequent modifications. It can applied whenever data is integrity protected 

by signatures: Using a mechanisms that detects the absence of authorised and unauthorised changes 

applying malleable signatures allows the same protection as a standard signature, however if a pur-

poseful verification can be done on a subset of the information, i.e. the protective scope of the in-

tegrity protection must change for reasons of privacy/data protection/trade secret protection, then 

this pattern allows the scope to be subsequently adjusted. 

Intention: The application of this pattern allows to cater for future subsequent removal of data from 

a data set for which integrity and authenticity protection mechanisms such as digital signatures are 

usually applied. Future in this context means that at the time of protection the needed combinations 

of removals is not yet known. The pattern allows for the remaining data from the data set: 

 to detect the absence of any unauthorised change on the remaining data (including the 

actual content and the data’s structure or relations within the structure), 

 to authenticate the origin of the data set via a cryptographic key47, 

 to provide non-repudiation of generation for the remaining data; 

while at the same time  

 the removed data’s confidentiality is protected. 

Problem: Currently well accepted and widely used standard digital signatures have the drawback 

that once the verification of the integrity check value fails, the integrity and authenticity protection 

                                                           

47e.g. with digital signatures the successful verification with the public signature verification key establishes evidence 
that the signature was created with the knowledge of the secret signing key 
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for the such-protected document as a whole is invalidated. Any subsequent edit of the data, author-

ised or not, will get detected but with the consequence that the integrity can no longer be established 

for any of the remaining data. Naïve and obvious solutions to the integrity problem exists, e.g. hash-

trees, but suffer from not offering privacy with a cryptographic sufficient strength. A standard hash 

still mathematically depends on all the input, thus removing some input does not allow to remove 

this information from the hash and thus leaves this cryptographically not offer a sophisticated level 

of privacy ( [40]).  

Solution: Employ a different set of cryptographic primitives or in a different combination than con-

ventional digital signature schemes such that the malleability is enabled while authenticity for the 

remaining data and confidentiality of the removed data can be achieved.  

 PRISMACLOUD primitive: PRISMACLOUD wants to employ the technology of malleable signatures 

(cf. [32]) which allow controlled modifications (here we require deletion or redaction) of certain parts 

of the signed data without the signature losing its validity. The allowed modifications are being for-

mally described and the malleable signature for a specific data item is created. At a later time the 

authenticity of the modified data can be verified, and thus, the verifying entity can gain cryptographic 

assurance about the remaining data’s origin and that only allowed modifications were made. 

[Diagram:] 

[Known uses:] 

Consequences: The application of the pattern “Generate an authentic subset from an authen-

tic/signed set of data” allows to apply cryptographic integrity protection at an early point in the data 

generation such that the origin of data and the absence of modifications can be verified at any later 

time by third parties but it still allows the flexibility to remove data later to apply the need to know 

principle when such protected data is to be disseminated. Thus it combines the strength of crypto-

graphic end-to-end integrity protection with ability to remove data to do data minimisation. 

 Countered threats:  

The application of this pattern counters at least the following four threats:  

 Loss of data integrity: The remaining data is still integrity protected, any change to data 

that has not been removed will be detected as with standard digital signatures or other 

integrity protection mechanisms. 

 Loss of accountability: The remaining data’s origin can still be authenticated by the pub-

lic key that is used for digital signature verification. Within the limits of the pattern the 

actual strength of the cryptographic algorithm could be tailored to achieve different lev-

els of technical and with it legal assurance (as discussed in D2.1 malleable signatures are 

technically as strong as qualified electronic signatures which allow to assign high eviden-

tiary value to documents). 

 Data leakage: Data that might not be needed by all parties can be marked as removable 

at the time of signature generation. Thus, while preserving full authenticity protection 

(integrity + authentication of origin) just the remaining data – the data needed to fulfil 

an action– can to be given to the requesting party. If this pattern was applied during the 
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generation of the signature the unneeded data can be removed from the set without 

having any impact on the integrity and authenticity protection. 

  Insecure or incomplete data deletion: This pattern allows that if the data that is re-

quested to be removed is contained in a data structure that was protected for integrity 

and is of authentic origin, the removal of that data will not invalidate the remaining data 

structure. Thus, it allows to delete data if requested without the need to recreate the 

protection for integrity and authenticity. This removes a potential obstacle that might 

have caused hesitation to delete data at all occurrences. 
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5.4.2 Pattern 7: Authorise controlled subsequent modifications of signed data 

Name: Authorise controlled subsequent modifications of signed data  

Summary description: One practical advantage of cloud systems is that collaborative applications 

may easily be implemented. In order to control the authenticity of data that are passed between 

applications, current solutions use electronic signatures, but those have at least the following draw-

backs:  

 In collaborative applications, several parties usually also need to modify common data; 

 Common electronic signatures are static: one single modification in the authenticated 

data structure invalidates the signature and removes the authenticity property from the 

whole data structure. 

Also known as: Sanitizable signatures (conceptually described in [41]), blanket signatures [42] 

Example: Assume that an invoice is generated as a structured document, containing a couple of fields 

that are filled with information by other parties; e.g. the invoice for your data center usage this month 

depends on the resources consumed in the storage services cloud and the compute services cloud 

and hence those two infrastructure providers are being asked to fill into your invoice the exact 

amount of service used in this month, then the accountant of the data center will multiply the service 

consumption by the service charge and calculate the total. The invoice can thus be split into five 

parts, two parts for each service’s consumption, two for the service charge of each service and one 

for the total amount. Now one workflow to generate the invoice that is signed by your semi trusted 

data center provider is that the accountant fills in only the service charges as agreed by contract and 

marks them as non editable, but the fields for the actual consumptions he marks as being filled in by 

the compute and storage service provider respectively, and finally the total he marks as editable by 

himself. Now the customer can check that empty invoice to identify that the service charges are cor-

rect (he might even sign them with the same fields marked as edible by the same parties). Then the 

two services add the actual consumption values which only they can do without invalidating the sig-

nature as they have been authorised to do so. As the final step the accountant of the data center 

calculates the total and if the signature on the invoice after the service consumption updates is still 

valid updates the last part for the total which only he can update without invalidating the signature. 

The customer can now validate the signature to see that only parties that the data center authorised 

have been modified. Here the customer might not need to know or trust the services. If the customer 

counter signs he must specify exactly which parties are able to modify the data without invalidating 

the signature, thus the customer can pin point the services. 

Another application domain is the need to change data in order to make it less specific, e.g. dilute it 

to reduce data quality but increase data privacy. If this needs to be done to signed data, than this 

pattern can help.   

Context: Firstly, note that PRISMACLOUD acknowledges that this pattern is closely related to a pat-

tern that might be known as “delegation”. However, the primitive is in details different from delega-

table signatures. It is yet on PRISMACLOUD’s future work to revise this pattern and make sure that 

the details that differentiate them are explicitly stated.  

Secondly, this pattern is closely related to Pattern 6 “Subsequently cloaking /or removing information 

from electronically authentic electronic documents with minimal impact on the authenticity signed 
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of the remaining information” Specifying that another party can subsequently adjust / modify a doc-

ument in an defined way. Allowing controlled/confined subsequent changes allows those subsequent 

actions to be seen as delegations. 

Intention: The application of this pattern allows to cater for future subsequent modifications of data 

for which integrity and authenticity protection mechanisms such as digital signatures are usually ap-

plied. Future in this context means that at the time of initial application of the protection the modi-

fication or the party allowed to do it might not yet be known. The pattern allows that it is possible 

for the resulting modified data as a whole: 

 to detect the absence of any unauthorised modification to the data (including the actual 

content and the data’s structure or relations within the structure), 

 to authenticate the origin of the data set via a cryptographic key , 

 to provide non-repudiation of generation for the data that was not subject to modifica-

tions; 

while at the same time  

 the data’s previous state, i.e. before the modification, remains confidential. 

Problem: Currently well accepted and widely used standard digital signatures have the drawback 

that once the verification of the integrity check value fails, the integrity and authenticity protection 

for the such-protected document as a whole is invalidated. Any subsequent edit of the data, author-

ised or not, will get detected but with the consequence that the integrity can no longer be established 

for any of the remaining data. Additionally, not only shall the authorised change be not harmful to 

the integrity protection and the accountability of the remaining unchanged data, but the modified 

data shall protect the confidentiality of the previous version of the data (i.e. before the change). 

Further, it might be necessary that not only the fact that the party that changed it was authorised to 

do so, but maybe accountability of the party that did an actual change might be needed. In all cases 

a main requirement is that data can be modified only in an authorised way by only authorised parties 

without the need to re-apply the originating parties signature (e.g. without the secret signature gen-

eration key being needed for resigning the data after the modification, which would be a naïve solu-

tion to the problem). 

The property of accountability might be needed in different fashions. D4.4 already identified the fol-

lowing: 

 non-interactive and public accountability would allow all verifiers to check accountabil-

ity with just needing the public keys and no interaction (e.g. like digital signatures) 

 interactive accountability would require the party accused of being accountable to ad-

here to a rebuttal protocol (which involves the parties secret) to generate a proof that 

shows that they are indeed not accountable (e.g. party A signs and authorises B, B has 

changed the data in an authorised way and now accuses A to be accountable for the 

changed data; then party A can produce a proof showing that it was changed by the 

authorised party B) 

For both the accountability could be on the whole data structure (e.g. if B changed one data entry in 

a protected data structure it becomes accountable for the whole data structure) or on the admissible 
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parts (e.g. if B changed part number 7 than B can be found accountable for the part number 7, but 

not for number 5 unless B changed it).  

PRISMACLOUD in D4.4 has already defined those properties cryptographically [43].   

Solution: Employ a different set of cryptographic primitives or in a different combination than con-

ventional digital signature schemes such that the malleability is enabled while authenticity for the 

remaining data and confidentiality of the overwritten original version of the data can be achieved. 

 PRISMACLOUD primitive: employ the technology of sanitizable signatures or functional signatures 

(the overview of the state of the art in cryptography is in D4.4 [43]) which allows controlled modifi-

cation (replacing substrings in case of sanitizable signatures or computing the function for functional 

signatures) of certain parts of the signed data without the signature losing its validity. The allowed 

modifications are being formally described and the malleable signature for a specific data item is 

created. At a later time the authenticity of the modified data can be verified, and thus, the verifying 

entity can gain cryptographic assurance that only allowed modifications were made only by allowed 

entities. 

Implications: 

1. Only controlled modification is allowed on the data; 

2. Allowed modifications do not need the secret signing key; 

3. Modification may be allowed for everyone, or for specific parties in possession of 

a specific cryptographic key; 

4. Correct modification preserves the validity of the signature; 

5. Modification beyond what is allowed, renders the signature invalid. The authen-

ticity property for the entire signed data item is destroyed; 

6. Allowed modifications may be described on a document level (which parts may 

be edited by substituting the existing string of bits with an arbitrary new string of 

bits that could be longer or shorter) or allow the application of specific arithmetic 

functions (see point 7); 

7. As an arithmetic function that limits the modification, only linear functions (count-

ing, summation…) and polynomial functions (variance, covariance…) are feasible; 

8. Arbitrary functions are possible in theory, but currently not practically feasible. 

More technical details on the cryptographic underpinnings and existing cryptographic methods can 

be found in PRISMACLOUD Deliverable D4.4. 

[Diagram:] 

[Known uses:] 
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Consequences: The application of the pattern “Authorise controlled subsequent modifications of 

signed data“ allows to apply cryptographic integrity protection at an early point in the data genera-

tion such that the origin of data and the absence of modifications can be verified at any later time by 

third parties but it still allows the flexibility to modify this data, to allow later computations or nec-

essary changes. As the authorisation is cryptographically protected the absence of violations, i.e. that 

no unauthorised overstepping of authorised limits has occurred, are verifiable on the data especially 

after the modification. This allows to use it to pre-define computing or workflows. Still, different 

freedom might be given what a modification is, thus if data later requires to be sanitized to minimise 

the data it can be done without any additional interaction with the original signer, if the party has 

been authorised. Thus it combines the strength of cryptographic end-to-end integrity protection with 

ability to authorise subsequent computation. The term “computing on authenticated data” was used 

in [44] to describe this concept. 

 Countered threats: The application of this pattern counters at least the following four threats:  

 Loss of data integrity: The modified data is still integrity protected, any change to data 

that has not been authorised by the initial signer will be detected as with standard digital 

signatures or other integrity protection mechanisms. 

 Loss of accountability: The remaining data’s origin can still be authenticated by the pub-

lic key that is used for digital signature verification. Within the limits of the pattern the 

actual strength of the cryptographic algorithm could be tailored to achieve different lev-

els of technical protection (i.e. accountability can be interactive or non-interactive, or 

on the whole data or for each individual part of the data) and with it different legal as-

surance (as discussed in D2.1 malleable signatures are technically as strong as qualified 

electronic signatures which allow to assign high evidentiary value to documents).  

 Wrong operation: If the authorisation encoded in the malleable signature defines the 

expected workflow or the allowed computations than a failed verification of the data’s 

integrity via the signature verification indicates a failure. This allows could users to re-

gain the possibility to generate evidence that the Cloud service did not perform as ex-

pected. 

 Data leakage: Data that might need to be overwritten and previous data must not be 

accessible by parties that do not know previous versions. Thus, while preserving full au-

thenticity protection (integrity + authentication of origin) the recent, modified version 

can be given to the requesting party. If this pattern was applied during the generation 

of the signature the modifiable part of the data can be modified in a controlled manner 

by the appointed party without requiring the verifier to learn the unmodified version.    
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5.4.3 Pattern 8: Controlling the correctness of delegated computations 

Name: Controlling the correctness of delegated computations 

Summary description: This pattern allows to delegate computations on outsourced data to third par-

ties, such that the data owner and/or other third parties can verify that the outcome has been com-

puted correctly. The verification shall be efficient, such that the verification involves much lower 

computational costs than that required to perform the computation unilaterally. Further, the verifi-

cation shall give a cryptographically credible proof that the computation was right or wrong to serve 

as evidence for showing either that everything was done correctly (e.g. to prove having fulfilled your 

duty or due diligence) or to be used as an evidence for accusation (e.g. to be the tool that cloud users 

need to identify and prove that the cloud provider broke the SLA). In more detail, the pattern might 

need to be refined to cater for additional properties such differentiating if there is a need for provid-

ing privacy for the inputs while the verification of the outputted computed result is still possible or 

also which functions are to be computed  

Also known as: Verifiable Computing 

Example: Note that cloud providers storing data or performing computations on them cannot be 

considered fully trustworthy or immune to attacks. Thus, a very important and relevant research 

question is how one can outsource data and computations to a non-trusted third party such that this 

party can process the data and at the same time provide guarantees that integrity and if needed 

confidentiality of inputs (or inputs and outputs) has been preserved. Assume in an eHealth scenario 

that a medical device generates trusted and authentic readings of the patient’s current condition. 

Assume now that this data is given to the cloud to analyse it. For merits of simplicity in this example, 

and because it is already a very valuable and valid application scenario, assume that the data is rec-

orded in very small time intervals, e.g. 1 reading per minute and the computation shall yield the daily 

average. The average shall be verifiable to be computed correctly. The example is overly simplified, 

but allows to highlight the property of input confidentiality: Just assume the average must remain 

verifiably correct without having access to the input data as this would allow to infer daily behavioural 

patterns that the averaging would hide (e.g. does the patient do enough workout during the day 

could be required to be checked, but not if he does workout in the morning and in the afternoon 

which might allow to deduce that he was not at work). 

Context: This pattern is relevant whenever cloud providers are performing computations on data but 

cannot be considered fully trustworthy or immune to attacks on the integrity. Thus, it is complemen-

tary to the patterns that have been described for encrypted storage or encrypted computations, both 

having the main goal to guarantee confidentiality and integrity, but for storage (e.g. data at rest and 

in transit).  

Intention: This pattern shall be used whenever data is transferred for computation to a third party 

in the cloud, but the party receiving the data cannot process (run the computation) the data and at 

the same time provide a sufficient guarantee that integrity (and confidentiality if needed) has been 

preserved. 

Problem: The delegation of computing cannot be verified without a dedicated application serving all 

involved parties (outsourcer, cloud provider, verifier). No solution is available that provides both the 
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security and privacy level needed for sensitive data and the flexibility and efficiency to be used in 

practice. One example for such sensitive data are electronic health records as generated and pro-

cessed in the PRISMACLOUD eHealth scenario.  

Solution: 

 PRISMACLOUD primitive: 

Proposed solution: In verifiable computing [45], a client hands data to a cloud service and if the client 

requests the computation of some (arbitrary) function over the data, the cloud service returns the 

result of the computation together with a proof (this process may also be interactive). By means of 

the proof, the client can (efficiently) decide whether the requested function has been correctly ap-

plied to the outsourced data. While general purpose solutions to verifiable computing are quite inef-

ficient, we will focus on the computation of some limited class of functions, which can be quite effi-

ciently be realized by using for instance malleable (homomorphic) signatures. 

[Diagram:] 

[Known uses:] 

Consequences:  

1. Verifiable computing allows new types of collaborative applications 

2. Efficient solutions are only available for simple calculations (linear functions, e.g. sums) 

3. The privacy of the outsourced data is typically not regarded. But the concept of verifiable 

computations can also be used to certify that the cloud provider has not conducted certain 

privacy-invasive operations, such as profiling operations. In this sense, privacy can be pro-

moted. 

 Countered threats: 

The pattern removes the trust in the cloud provider to do the correct calculation at the cost that one 

has to run potentially costly verify algorithms. 

The pattern also provides evidence that the calculations were correct or incorrect. 
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5.5 Field 4: Certification of virtualised infrastructures 

5.5.1 Pattern 9: Controlling your virtual infrastructures 

Name: Controlling your virtual infrastructures 

Summary description: A cloud user has rented a virtual infrastructure which is hosted by a cloud 

provider. The cloud user can verify that the rented virtual cloud infrastructure is properly configured 

at the cloud provider. The cloud user can effectively check the proper isolation of the rented cloud 

infrastructure. 

[Also known as:] 

[Example:] 

Context: The pattern applies to situations where a customer or end user rents a virtual infrastructure 

from a cloud service provider. The underlying NIST service model is IaaS, “Infrastructure as a Service”. 

The nature of the IaaS cloud service model is, that the rented infrastructure is physically hosted in 

the data center of a cloud provider, where the rented infrastructure is virtualised on an array of 

computers with the help of a hypervisor software. 

Intention: Users want to have a means of control that the infrastructure they have rented from a 

cloud provider is securely configured. Users want to have assurance that their virtualised infrastruc-

ture is properly isolated from other tenants hosted “in the vicinity” (i.e. on the same machine, by the 

same hypervisor). 

Problem: End users who rent an infrastructure from a cloud provider have to rely on the cloud pro-

vider that the virtual infrastructure is properly configured. It is by certification according to a recog-

nised standard that a cloud provider wants to increase the trust of the customer, i.e. the end user. 

Technically, there exist measures for the attestation of the security of physical and virtual machines. 

Trusted components monitor the systems on all levels and layers. 

Solution: An auditor (this can be a human auditor, or a machine) verifies an actual infrastructure, 

represents it as a graph, and signs the graph with an electronic graph signature scheme. With the 

help of this the resulting graph signature, the verification of the auditor is bound to the actual infra-

structure as it was configured at the time when the audit was carried out. 

The graph signature algorithm lets the customer prove topology properties of the virtualised infra-

structure (like connectivity isolation) without revealing to the customer actual details of the topology. 

 PRISMACLOUD primitive: 

Using recently developed methods [46] for representing virtualised infrastructure as graphs, i.e., a 

set of nodes interconnected by edges, a cloud topology signature scheme can be implemented. 

[Diagram:] 

[Known uses:] 

Consequences: With the help of this the resulting graph signature, the verification of the auditor is 

bound to the actual infrastructure as it was configured at the time when the audit was carried out. 
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The end user has a means in hand to verify the state of a cloud configuration, as it was at the time of 

a previous audit.  

The graph signature algorithm framework lets the customer prove topology properties of the virtu-

alised infrastructure (like connectivity isolation) without revealing to the customer actual details of 

the topology. 

 Countered threats: 

The pattern “Controlling your virtual infrastructures” is mainly addressing technical risks, being iso-

lation failure and several other items from the technical risks which have to do with the configuration 

(or misconfiguration) of a rented cloud infrastructure.  

Proposed solution: Using recently developed methods for representing virtualised infrastructure in 

graph structures [46], extend current audit procedures with a means for proving the correct config-

uration of virtualised infrastructures. 

Implications: 

1. A (human) auditor verifies an actual infrastructure and represents it in a graph, which he 

signs with a graph signature. With the help of this graph signature, the verification of the 

auditor is bound to the actual infrastructure as it was configured at the time when the audit 

was carried out. 

2. The graph signature algorithm lets the customer prove topology properties of the virtualised 

infrastructure (like connectivity isolation) without revealing to the customer actual details of 

the topology.  

 

5.6 Outlook 

In this chapter we introduced the idea of developing design patterns for the security and privacy 

functionalities yielded by our PRISMACLOUD cryptographic cloud security primitives. The idea is to 

jumpstart the use of the design pattern methodology, within the project and beyond it, to describe 

the usefulness and the areas of use for the foreseen cryptographic mechanisms for a broad audi-

ence—from the scientists, who do the cryptographic research and develop the cryptographic primi-

tives, to the application developers, to the cloud service designers and cloud providers, to the end 

users who use the cryptographic primitives in applications and services.  

We intend to further use and develop this notion of cloud security patterns in project deliverables, 

e.g. of WP7 “Composition of next-generation secure cloud services”, in T 7.1 “Security and privacy by 

design”, and in the “holistic security models” of T7.2, in support of T7.3 “Architecture and guidelines 

for secure service composition”, as well as in the software development process of T7.5. 
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8 Abbreviations and acronyms 

.NET .NET software framework (by Microsoft) 

AES-256 Advanced Encryption Standard 

ALT alanine amino transferase 

API Application Programming Interface 

authN Authentication 

authZ Authorisation 

AWS Amazon Web Services 

CaaS Communication as a Service 

CAPEX Capital Expenditures 

Cloud OS Cloud Operating System 

CloudHSM Cloud Service by Amazon (Cloud – Hardware Security Module) 

CP Cloud Provider 

CPU Central Processing Unit 

CSA Cloud security Alliance 

DaaS Data as a Service 

DDoS Distributed Denial of Service attack 

EC2 Elastic Computing Cloud (Amazon) 

EEA European Economic Area 

eIDAS 
electronic IDentification and Authentication Services - The new European Regulation 
on Electronic Identification and Trust Services for Electronic Transactions in the Inter-
nal Market48 

ENISA European Union Agency for Network and Information Security 

FIPS Federal Information Processing Standard (USA) 

FISMA Federal Information Security Management Act of 2002 (USA) 

FP7 7th Framework Program of the EC 

FPE Format Preserving Encryption 

FPT Format Preserving Tokenisation 

GAE Google App Engine 

GPU Graphics Processing Unit 

GSI Grid Security Infrastructure 

HaaS Hardware as a Service 

HCI Human Computer Interaction 

HDInsight A Microsoft product 

Hgb Haemoglobin 

HIPAA Health Insurance Portability and Accountability Act of 1996 (USA) 

HITECH The Health Information Technology for Economic and Clinical Health Act (USA) 

HPC Federal Information Security Management Act of 2002 (USA) 

HSM Hardware Security Module 

HW Hardware 

IaaS Infrastructure as a Service 

IAM Identity and Access Management 

ICDES IBM Cloud Data Encryption Services 

                                                           

48 European General Data Protection Regulation (GDPR), i.e. Regulation (EU) No 910/2014; most of it will take effect 
from 1 July 2016,  
online: http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32014R0910&from=EN 
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ICT Information and Communications Technology 

IDS Intrusion Detection System 

Interoute 
VDC 

Interoute Virtual Data Center – A product by Interoute  

IP Internet Protocol 

IPS Intrusion Prevention System 

IPSec Internet Protocol Security 

IRT Interoute 

IT Information Technology 

ITU International Telecommunication Union 

ITU-T ITU Telecommunication Standardization Sector 

MaaS Monitoring as a Service 

MAC Message Authentication Code 

MPLS/IP Multiprotocol Label Switching / Internet Protocol 

NIST National Institute for Standards and Technologies (USA) 

NP Nondeterministic Polynomial, a computational complexity class 

OPE Order Preserving Encryption 

OPT Order Preserving Tokenisation 

OS Operating System 

PaaS Platform as a Service 

PBX Private Branch Exchange 

PCI Payment Card Industry 

PCI DSS PCI Data Security Standard 

PingID a proprietary multi-factor authentication software 

PKI Public Key Infrastructure 

PLoP Pattern Languages of Programs, a Conference 

QoE Quality of Experience 

S3 Amazon S3 – Simple Storage Service 

SaaS Software as a Service 

SAS70 
Statement on Auditing Standards No. 70: Service Organizations (of the American In-
stitute of Certified Public Accountants (AICPA) 

SDK Software Development Kit 

SIEM Security Information and Event Management 

SQL Structured Query Language 

SSO Standards Settion Organisation 

UML Unified Modeling Language 

VDC Virtual Data Center 

VLAN Virtual Local Area Network 

VPC Virtual Private Cloud 

VPN Virtual Private Network 

VXLAN Virtual Extensible Local Area Network 

WAN Wide Area Network 

XaaS Anything as a Service 

XSS Cross-Site Scripting 
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